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Executive Summary

Introduction

On October 6, 2009, TranSystems Corporation was contracted by'
the Florida Office of Drug Control to provide an analysis of Florida's
seaport security, and potential conflicts that exist between
regulatory obligations mandated by the state under Florida Statute
(FS) 311.12! and the federal government through the Maritime
Transportation Security Act (MTSA) of 2002. Over a 100-day
period, the TranSystems team conducted an exhaustive study that
has resulted in this report.

The TranSystems team developed a comprehensive set of findings
presented within the various sections of this study. These findings
were based on the analyses of state statutes, federal regulations,
seaport security documents, survey data gathered specifically for
this report, criminal incident reports, open source and classified
threat intelligence, and interviews with government and private
sector stakeholders.

Background

Prior to 2001, studies by the federal government and the Florida
Department of Law Enforcement (FDLE) determined that Florida's
seaports were conduits for a variety of criminal activities, including
drug smuggling, money laundering, and other criminal
conspiracies. Significant contributing factors to this phenomenon
were the vulnerabiliies in physical, personnel, and information
security at Florida's seaports. To address these concerns, in 2001,
Florida achieved a significant milestone through its passage of FS
311.12. This new law mandated minimum security requirements
including seaport security plans, security training, fencing, lighting,
access controls, and other security measures. Inasmuch as FS
311.12 falls under Chapter 311 Florida Seaport Transportation and
Fconomic Development, it is clear that the framers of this
legislation were cognizant of the importance of Florida’s seaports to
the state’s economy.

As a result of the terrorist attacks of September 11, 2001, the U.S.
implemented wide-ranging regulatory measures and guidelines
specifically targeted at protecting the nation’s seaports. The federal
government's multi-layered security strategy is deployed across
several agencies that have responsibilities for transportation
security, including the Department of Homeland Security (DHS),
Transportation Security Administration (TSA), U.S. Customs and

1 FS 311.12 falls under Seclion 311 of Florida Stale law entilleg Floride Seaport Transportation and Economic Development
e e T e v e B B 3 ST R e P e e e e e e e ey 1
Florida Statewide Seaport Security Assessment | TranSystems Page vii



Border Protection (CBP), and the U.S. Coast Guard. When FS
311.12 was introduced by Florida’'s Legislature, it could not have
envisioned the events of 9/11 or the assumption of responsibility for
seaport security by the federal government almost a decade later.
Following the enactment of the MTSA, Florida is the only state with
its own statutory seaport securty regufations.

However, with the adoption of the MTSA, along with the SAFE Port
Act of 2006 and other related federal seaport security regulations,
guidelines, and port security grant programs, Florida's seaport
community has asked whether FS 311.12 is sfill necessary. Many
argue that duplication, overlap, and conflict exist between the
regulatory obligations direcled at seaport operators within FS
311.12 and MTSA. One of the central concerns raised by the
private sector is the degree to which two sets of security standards
and obligations create a competitive and economic disadvantage
for Florida's seaports with respect to neighboring states. If true, this
could have far-reaching consequences on what are called “the
economic engines’ for Florida's economy - the state's 14
deepwater seaports. To underscore their importance, it is revealing
that in 2008 maritime cargo activities at these seaports were
responsible for generating more than 550,000 direct and indirect
jobs and $66 billion in total economic value.

Recommendations

The following is a brief summary of key findings followed by our
recommendations; complete findings and analyses associated with
the recommendations are found later in this report. It should be
noted that these recommendations do not necessarily reflect the
point-of-view of every stakeholder that participated in our research.
Indeed, it is likely that no party will agree with every
recommendation that we put forth. However, these
recommendations are consensus driven from a team that contains
national experts in maritime security, including former law
enforcement officials, intelligence officers, seaport directors,
maritime security educators, maritime and aviation security
specialists, U.S. Coast Guard personnel, and port security
directors.

Key Findings

FS 311.12 was a necessary and important step in addressing
identified threats arrayed against Florida's seaports at the time of
its passage — and it built a strong foundation for later compliance
with the MTSA.

As a consequence of FS 311.12 and the early efforts of FDLE,
Florida's seaporis are better prepared to deter, detect, delay and

e T A e D R e T P Y N |
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deny both criminal and terrorist threats than ports in any other

state.

3. FDLE was an essential partner to the seaports in ensuring that
physical, personnel, and information security programs were
instituted statewide prior to the enactment of MTSA.

4. As a consequence of 9111, and the subsequent passage of the
MTSA, the federal government has created regulations that have
effectively and capably rendered much of FS 311.12 obsolete. For
example, both MTSA and FS 311.12 regulate and / or provide for
seaport security plans, practices, and audits.

5. The MTSA obligates Florida's seaport security directors to create
and update on an ongoing basis a threat and vulnerability
assessment for their respective ports. Such assessment is then
used to develop a Facility Security Plan (FSP) containing port-
recommended risk mitigation measures subject to U.S. Coast
Guard approval. This is extremely difficult for them to accomplish in
a professional manner given the lack of available threat intelligence
resources to these security directors. Their only available threat
intelligence is general in nature, and found through open source
material or on the U.S. Coast Guard's HOMEPORT web site.
Absent port-specific international, regional, and local threat
intelligence, seaporis are left fo speculate as fo the risk they are
obliged to mitigate.

6. The existence of dual regulations — by both Florida and the federal
government — has created confusion, duplication of effort, and
wasted financial and human resources, all of which could be put to
better use enhancing seaport security. As an example, FS 311.12
requires FDLE to conduct seaport security compliance audits while
the MTSA also requires the U.S. Coast Guard to conduct
compliance audits of the same ports. This creates an obvious
duplication of effort and waste of resources.

7. By reference, FS 311.12 prescribes physical standards that are
neither performance- nor risk-based. This has resulted in the
expenditure of substantial financial resources to protect, for
example, empty fields and aggregate storage yards that pose no
risk to the seaport or the surrounding community. While a waiver
process does exist, ports have reported that it is burdensome, time
consuming, and costly. “Best practices” that are utilized in Florida,
and throughout the U.S,, typically refrain from prescribing security
standards, and instead employ flexible performance standards that
are based on risk.

8. Prior to MTSA, Florida instituted a much-needed port ID program
that required a background check performed by FDLE. Subsequent
to the enactment of the MTSA, the federal government created the
Transportation Worker Identification Credential (TWIC) which
requires the applicant to be fingerprinted and a background check
be performed by the FBI prior to its issuance. All persons requiring
access to restricted areas of a seaport in Florida must now hold a
TWIC. However, FS 311.12 requires thal seaports continue to
perform state background checks and collect fees from TWIC-
holders. Florida is believed to be the only state that requires both a
federal and a state background check. Florida's seaport directors

T e R e T R S B S e e e SR e |
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and tenants point to this requirement as an expensive and
cumbersome legacy element of FS 311.12. The federal
government believes that the background checks performed by
TSA, and using the FBI's criminal database prior to the issuance of
a TWIC, are sufficient to protect seaports against the introduction of
individuals who could pose a threat.

9. The Seaport Security Standards Advisory Committee (SSSAC)
membership, as authorized by Florida's Legislature, is not reflective
of the stakeholder community it is designed to serve, At present,
nine of 13 positions are dedicated to state government
representatives. The U.S. Coast Guard does not hold a permanent
seat on the committee. Furthermore, the SSSAC is not required to
produce an annual report to the Governor or Legislature on the
status of seaport security within the state.

10. The Port Security Standards — Compliance Plan (2001), which is
incorporated by reference in FS 311.12, requires that seaports
employ sworn law enforcement officers. This results in a highly
trained and costly police force performing routine security functions,
such as credential checking at access points and security patrols
that are typically conducted by contract security personnel at
seaports elsewhere in the U.S. This requirement exists even if the
seaport can demonstrate that local police or sheriff's personnel are
able to respond in a timely manner to an emergency within the port.
It also does not take into consideration that, subsequent to the
enactment of the MTSA, there is often a federal presence within the
port, including agents from CBP and Immigration and Customs
Enforcement (ICE), as well as U.S. Coast Guard personnel. While
such federal officials may not have a police function per se, they do
serve as a strong deterrent against crime. This requirement is one
of the most costly obligations required by FS 311.12.

11. Data collected in this study demonstrates that higher operating
costs associated with dual regulations have severely impacted
seaport operating budgets, resulting in reduced infrastructure
improvements, a loss of jobs, and diminished competitiveness with
neighboring states.

R e e T e s e ]
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Recommendations

TranSystems recommends that rather than continuing the struggle
to ‘align’ FS 311.12 with the MTSA, the Florida Legislature consider
implementing these recommendations:

1. USCG Regulation of Port Security: Recognize the authority
vested to the U.S. Coast Guard and Captain of the Port (COTP) by
the federal government, and transfer sole responsibility for security
standards, plans, practices, and audits to the U.S. Coast Guard.
The U.S. Coast Guard and the COTP should exclusively perform
seaport security compliance inspections and audits.

2. FDLE Port Security Role: Re-task FDLE with the responsibility to
develop and promulgate port-specific threat intelligence (e.g.,
international, national, state, & local) for use by seaport security
directors in the fulfilment of their MTSA-obligation to conduct
ongoing threat and vulnerability assessments of their seaports,
Ensure that appropriate funding is provided to FDLE for this role,
which will substantially increase the manpower requirements that
they are currently allocated for seaport security. Eliminate FDLE's
compliance inspection responsibility under FS 311.12.

3. SSSAC Membership Modification: Reconstilule the Seaport
Security Standards Advisory Committee (SSSAC) membership to
provide greater participation by Florida seaport stakeholders (e.g.,
seaport management, shipping companies, and seaport tenants).
The Committee should meet at least quarterly, and issue an official
report on an annual basis to the Governor and the state Legislature
on the “State of Seaport Security” for their review and possible
action. The SSSAC membership should be composed of six state
representatives, one representative from the U.S. Coast Guard,
and six representatives from the private sector.

4. Performance- and Risk-Based Security Standards: Eliminate
the prescribed security standards contained within the Port Security
Standards Compliance Plan (2001) as referenced in FS 311.12.
Florida seaports should incorporate performance- and risk-based
security standards as required by 33 CFR Part 105 and that are
subject to approval by the U.S. Coast Guard.

5. State Background Check: Abandon the requirement for state
criminal background checks for individuals requesting access to
restricted areas within Florida's seaports if they have successfully
undergone an FBI-conducted background check and have been
issued the federal TWIC.

6. Port Access Control ID Badges: Authorize seaporis o issue a
Port Access Control ID Badge for use at their respective port and
stipulate that the Port Access Control ID Badge will be used in
conjunction with TWIC. The issuance of a Port ID badge should be
contingent upon:

= Presentation of a valid TWIC;

= Submission of a notarized Document of Request for Issuance of a
Port ID Badge (DoR). Such document should be provided by a
tenant, vendor, or other authorized party having business in the

o e e P S e e S o R S o i B e B A B S |
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port, and attesting to the need of the individual named within the

DoR to access the port’s restricted areas;

= Port Access Control ID Badges should contain the photograph and
name of the bearer, the name and emblem of the port, area(s) of
authorized access, and a date of expiralion matching that of the
bearer's TWIC; and

= Ports should be authorized to charge a fee fo cover the related
administrative costs,

7. Sworn Law Enforcement Presence Requirement: Eliminate the
legislative requirement for an on-site sworn law enforcement
presence at the ports. Ports that choose not to have on-site law
enforcement should be required to demonstrate the ability of the
local sheriff or police department to respond within a reasonable
time to an emergency. Seaports shall engage licensed contract
security personnel, law enforcement officers, or a combination
thereof to perform access control, screening, patrols, and other
security functions stipulated within their FSP and approved by the
U.S. Coasl Guard COTP.

Conclusion

While there were numerous obstacles in the development of this
report — including continual delays in receiving essential data and
not receiving requested dala at all — this report provides a
comprehensive analysis of the current port security regulatory
environment in the state of Florida. The above findings and
recommendations, and the detailed report to follow, was prepared
to provide the Florida Office of Drug Control a clear understanding
of the challenges Florida's porls face in complying with two
redundant regulations. The intent of this report is to highlight the
recognized deficiencies and offer cost-effective solutions to
enhance the security of Florida's seaports.

Despite the impediments faced in preparing this report,
TranSystems received sufficient information and commendable
assistance from all the necessary stakeholders — especially from
the seaports, FDLE, U.S. Coast Guard, and the Florida Ports
Council - such that we are confident the content within will meet
this report's intended goal.
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1.0 Analysis of the 1999 Camber Report’s Legacy

1.1 Introduction

Prior fo passage cf Florida Statute 311.12 (FS 311.12) or the Maritime
Transportation Security Act (2002), a comprehensive review of the
nature and extent of seaport crime, and the overall state of security in
U.S. seaports was conducted by a task force of federal government
agencies. The resulting report, issued in 2000 by the Federal
Interagency Commission on Crime and Security in U.S. Seaports, rated
the state of security in U.S. seaports from “poor to fair,” and identified a
prioritized list of the major threat categories against which the poris
needed to be prolected. The Commission found that Florida was
attractive to drug traffickers due to the state’s geographic proximity to
drug source countries, along with its numerous international airports and
deep water seaports.

Subsequent to the release of the federal government's report, the
Executive Office of the Florida Governor's Office of Drug Control
commissioned a statewide security assessment to identify the credible
threats and associated risks to Florida's seaporis. The assessment
included an evaluation of the credible threats to Florida's seaports, and
the results of on-site observations and findings of the security
infrastructure and operations at each of Florida's public ports. The
observations conducted and the subsequent findings addressed a
number of specific security issues and challenges, including but not
limited to:

= Complexity of Seaport Operations;

= | ack of Current Security Standards;

= Differing Definitions of Security;

= Threat Information & Crime Data;

= |nteragency Coordination;

= Vulnerability to Terrorism;

= Standing Security Committees;

= Responsibility for Seaport Security;

= U.S. Coast Guard's Role in Seaport Security;

= Fundamental Elements of Seaport Security;

= | aw Enforcement Presence at Florida's Seaports;

= Preferred Means of Maritime Smuggling;

= Money Laundering;

= Cruise Line Security and Security of Cruise Operations;

= Use of Non-Intrusive Inspection Technology at Florida
Seaports;

= Compatibility of Technology and Operational Requirements;
and

= The Miami River.

R T e SR e e R e e e e o v R el ]
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The resulting document, known as the Camber Report, provided

recommendations to Florida's Legislature for the development of a state
statute to address the myriad security issues identified, and to deter,
detect, or respond effectively to criminal and terrorist activities at
Florida’s commercial seaports. The recommendations included the
following:

= Adopt prescriptive minimum standards for all seaports;

= FEstablish a seaport agency accountable for security planning
and execution;

= |mplement appropriate limitations on individuals with access to
seaports; and

= Provide independent oversight of seaport security activities.

In response to the Camber Report’'s recommendations, the Florida state
Legislature promulgated FS 311.12, which established the legislative
imperative for the development of statewide minimum seaport security
standards for application at specifically identified public seaports in
Florida; established policies and procedures for the determination of
persons who may be allowed unescorted access info port restricted
areas; and identified the Florida Department of Law Enforcement (FDLE)
as the executive agent for the evaluation of compliance with the statute's
minimum security standards at the identified Florida ports.?

Our review of the Camber Report evaluates to what exient FS 311.12
successfully achieved the objectives recommended in the report, and fo
what degree FS 311.12 remains a necessary regulatory instrument to
reduce the risk of criminal or terrorist incidents at Florida's commercial
seaports. To this end, the following issues are evaluated against the
standards, security objectives, and performance measures identified in
FS 311.12 (2009):

= Current and evolving threats to Florida seaports;

= |mpact of FS 311.12 security measures on credible threats;

= |mpact of federal security regulations on Florida's Seaports; and

= The economic cansequences of maintaining duplicate security
standards and practices.

1.2 Analysis of Evolving Threats

The Camber Report provided the Florida Legislature with a snapshot of
the status of credible threats present at Florida's commercial seaports.
At the time the Camber Report was developed, drug smuggling, cargo
theft, internal conspiracies, money laundering, and smuggling of illegal

2 F§ 31112 {4)(c) designatec thal, beginning wilth the 2001 - 2002 fisce! year. "the Flondz Depariment of Law Enforcement (FDLE) or any
entity designaled by the depariment, shall congduct ne less nan one annual unannounced inspeciion of each seaport lisled in s 311 09 o
delermine whether Lhe sezport is meeling the minimum stangards esiablished pursuent lo this seclion
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immigrants into the U.S. via commercial maritime vessels were the

primary credible active threats at Florida's seaperts. The threat of
terrorist activity, either transiting or directed at Florida's seaports, was
considered possible but was ranked lower in probability.

The Camber Report's threat assessment included a review of open
source literature, which identified trafficking in cocaine through the
state’s maritime domain as the predominant illegal activity. The report
identified the state as a focal point of regional counter-drug efforts due to
the Florida's approximately 1,350 miles of largely unprotected
continental coastline, and its status as home to four of the country’s
busiest container ports and three of the world's top passenger cruise
ports.

Per the Camber Report, Florida’s seaports operate within a complex
intermodal transportation system. Seaport securily needed to be
considered in the context of that system. The report also noted that
seaport management was not well informed about the current and
evolving threats faced by their poris relative to cargo theft, drug
smuggling, or terrorism. The lack of seaport threat, vulnerability, and risk
assessments — combined with the lack of a mechanism for the timely
provision of accurate threat intelligence for early threat assessments,
planning, and response decisions — severely limited the ability of Florida
ports to execute a coordinated response to any real or perceived criminal
or terrorist events.?

Four of Florida's ports were regarded as “high-risk” facilities based on
the perceived threats to their facilities and commercial activities, and
were identified as requiring the application of measures to maximize
security preparedness against those threats. Six ports were regarded as
“medium-risk” facilities, warranting moderate security preparedness, and
four others were regarded as having “low-risk” facilities and operations.
This categorization of risk, based on an evaluation of the vulnerability of
these ports and the impact of the threats against their operations, was
used as a basis for the prioritized allocation of resources for
implementation of risk reduction measures.

In the ten years since the release of the Camber Report, the threat
profiles at Florida's ports have changed. The implementation of
preventive security measures, including the federal requirement for
background screening of persons requesting access to seaports; the use
of non-intrusive screening devices for personnel, vehicles, and carge;
and, a heightened federal presence, has resulted in the reduction of
illegal narcotics into Florida via the methods prevalent in 1999, However,
as a result of the deliberate targeting by terrorists of transportation and

3 Information regarding landside securily ihreals or incigents. such as (argeling of conlainers of high value merchandise, was not reagily
availzble o lransmitted to porl management Lo support their planning and implementation of proteciive security measures
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supply chain infrastructure, and operations, the risk of a terrorist act at
Florida's seaports has increased during the same period.

1.3 Federal Security Regulations
Impact on Florida's Seaports

The implementation of a statute that applied minimum security standards
for uniform application at commercial seaports placed Florida in the
national forefront in the identification and protection of critical
transportation infrastructure. The events of 9/11, however, highlighted
the vulnerability of our nation's ports and the federal government
subsequently passed the Maritime Transportation Security Act (MTSA)
of 2002, which created the following security standards and performance
objectives for all commercial seaports in the U.S.

= |dentify requirements for maritime security professionals
responsible for security planning, management, and operations
at commercial U.S. seaports and applicable marinas, on U.S. -
flagged and foreign commercial vessels calling at U.S.
seaports; and with companies engaged in commerce via
MTSA-regulated seaports;

= Development of a Facility Security Plan (FSP) that is based on
a threat and vulnerability assessment of the facility and its
operations, and that identifies the security infrastructure, plans,
personnel and operations to detect, deter, or respond to those
identified credible threats;

= Development of a program for security training, drills, and
exercises fo reinforce the effeclive implementation of the
security policies and procedures cutlined in the FSP;

= Establishment of the U.S. Coast Guard as the executive agent
for oversight and enforcement of MTSA security standards; and

= U.S. Coast Guard management of a program for the collection,
analysis, and timely dissemination of credible threat information
fo support the planning and execution of effective security
incident notification, response, and recovery actions.

1.4 Dual or Dueling Standards?

Upon implementation of the MTSA, Florida's ports were placed in the
position of having to comply with two sets of standards and practices.
While the intent of both the state and federal regulations is to create a
secure operating environment for commerce at commercial seaports in
Florida, the standards and associated processes for implementation and

4 Terronigl atlecks on Wransporielicn mfrastruclure eround the worlo, as well es the capture of lerronstraining manuals in the UK. descrining Lhe
processes for conducting surveillance on poris and intermodal facllities - including documeniec incidenis of these types of eclivilies cirected at a
Floride sezport - clearly validates the increase of terrorism as a credinle threat against Florida's seaports.
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compliance differ greatly. The differences have resulted in Florida’s ports

operating under competing security imperatives, such as:

= Prescriptive Standards of FS 311.12: FS 311.12 security
standards are prescriptive and detailed, and the focus is on the
ports’ rigid adherence to the letter of the standard (e.g., the
level of illumination at porl areas categorized as “restricted”
must be five (5) foot candles);

=  Performance and Risk-Based MTSA Standards: MTSA
security standards are performance-based. MTSA standards
are also modifiable according to the risk associated with the
threat. For example, the level of illumination at port areas
categorized as “restricted” must be appropriate to the identified
threal. Layered security measures may be applied to achieve
the required level of protection for the materials or operations
protected;

= Equivalency Waivers: FS 311.12 (2009) includes a process
for requesting equivalency waivers for prescriptive security
measures that must be submitted to the security standards
committee for review, evaluation, and determination;

= MTSA Compliance: Compliance with MTSA’'s performance-
based standards may be adjudicated by the local U.S. Coast
Guard (USCG) Sector Commander based on the findings and
recommendations of the USCG compliance audit inspection;

= FS 311.12 Compliance: The Florida Department of Law
Enforcement (FDLE) is, by statute, the agency responsible for
conducting audits of Florida ports' compliance with the
standards established by the state Legislature;

= State Threat Intelligence Assistance: FDLE does not have a
defined role to provide guidance or assistance to ports
regarding compliance with FS 311.12, nor does it provide port-
specific threat intelligence to seaport operators;

= Federal Threat Intelligence Assistance: The USCG provides
generic threat information to Florida's ports but does not
provide port-specific threat intelligence;

= FS 311.12 State Background Checks: FS 311.12 requires the
conduct of criminal background checks against state-defined
felony standards for issuance of a port-issued
identification/access credential;

= TWIC Background Checks: The MTSA mandates the conduct
of criminal background checks against federal standards for
issuance of a Transportation Worker Identification Credential
(TWIC) required for all personnel requiring access into ports
that are subject to the federal siatute; and

= Standards Revision Process: Florida's Statewide Minimum
Seaport Security Standards may only be modified by the state
Legislature to address changes in Florida Statute, as
recommended by the Standards Committee to the Legislature.

[ R e e T 0 S e v e e R e O e e U [ L o P o R e i e g e e e S e e |
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Guidelines for implementation of the port security standards
outlined in MTSA are provided in 33 CFR, part 105, and U.S.
Coast Guard Navigation and Inspection Circular (NVIC) 03-03,
Change 2, which may be modified as part of a federal rule-
making process that allows for comments and
recommendations from the port community.

FS 311.12 (2009) recognizes the changes that have occurred in the
threat and regulatory environments subsequent to the promulgation of
FS 311.12 (2001), and clearly identifies the state Legislature's intent to
more closely align the stale’s security standards and performance
objectives with federal standards and practices. Significant changes
include, but are not limited to:

= Aligning state definitions of secure and restricted access areas
within a seaport with federal definitions;

= Aligning state criminal offenses that disqualify a person for
unescorted access to secure and restricted access area within
a seaport with federal disqualifying offenses under the TWIC
program;

= Allowing all or part of Florida's seaports identified in FS 311.09
to be exempted from the state seaport securily standards if a
determination is made that activities associated with such
facilities are not vulnerable to criminal activity or acts of
terrorism; and

= Establishing an equivalency waiver process for security
standards identified in the Port Security Standards Compliance
Plan, as long as security of the port facility or operations is not
diminished as a result.

1.5 Analysis

Consequences of Non-Compliance: Non-compliance with MTSA
ranges in fines (up to $25K) to interruption of the port's commercial
operations. Non-compliance with the more restrictive security standards
of FS 311.12 results only in FDLE's notification to the state Legislature of
the offending port's “non-compliance” with the statutory requirements. As
a result, some of Florida's ports have been placed in a position of
choosing to invest their limited financial resources towards compliance
wilh federal standards and performance objectives instead of those
mandated under the state statute.

Security Spending and the Point of Diminished Returns: Ports were
consistent in reporting fo us that the inflexible security measures
required for compliance under the state statute provide no additional
protection to the port against the identified credible threats. For example,
the state’s requirement for specified fencing, lighting, and access
controls at waterside terminal facilities are required whether or not such
facilities are at risk. For example, Florida's ports have been required to

e e e e S s T e e R e e e
Florida Statewide Seaport Security Assessment | TranSystems Section 1.0, Page 6



implement expensive, and arguably, excessive security measures at
areas where low-value and low-risk materials were stored (ie.,
aggregate, scrap metal, etc.).

Two Background Checks: As previcusly stated, both state and federal
maritime security regulations require criminal background investigations
to be conducted ~ against different standards - 1o receive access
credentials, both of which have fees associated with the mandated
investigation. Interviews with port management and security personnel
indicate that the collection of dual fees, to support what is widely viewed
as a redundant requirement, is considered a mechanism for generating
revenue for the state, and does not serve to enhance security at the
seaports.

1.6 Conclusion

FS 311.12 (2001) mandated the implementation of minimum port
security standards, which are set forth in the Port Security Standards
Compliance Plan.® Compliance with these prescriptive standards
focused on each port's adherence to the letter of the requirements
identified in the Office of Drug Control and FDLE-developed Port
Security Standards Compliance Plan, and were applied and evaluated
regardless of changes to each port's threat and risk profiles.

FS 311.12 (2009) successfully addressed many, if not all, of the
concerns outlined in the Camber Report by maintaining minimum
security standards for physical infrastructure, personnel, information
resources, planning, and operations for application at all of Florida’s
commercial seaports identified, and addressed the establishment of
mechanisms for the ongoing evaluation and dissemination of evolving
threats to Florida's seaports. Port security professionals were in near
unanimous agreement that the fundamental problem they face is that FS
311.12 stipulates prescriptive security standards that fail to consider the
specific threat and risk faced by their respective port.

Inexplicably, the ports are required to conduct threat and risk
assessments fo satisfy FS 311.12 requirements, even though such
assessments have no bearing on the security standards imposed on
their ports. The 2009 modification to FS 311.12 allows for waivers from
the standards based on assessment findings. However, industry 'best
practices’ typically apply security standards subsequent to the
performance of a threat and vulnerability assessment; they do not
impose standards first, followed by a threat and vulnerability
assessment, and then require a burdensome waiver process to undo
unreasonable standards,

® Slaewige mimmum stardards for seaporl securily appliceble (o seaports listed in FS 311 08 shall be (nose hased on the Floride Seapor!
Securily Assessment 2000 ard sel forih in he Port Securily Standards Compliance Flan delvered 1o the Speeker of the House of
1,

Representaiives and Lhe President of the Senale on December 1

2000.
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FS 311.12 (2009) offers an opportunity for closer alignment between

state and federal security standards and practices in order to create a
secure operating environment for maritime commerce in Florida.

Interviews conducted as part of this study, however, indicate that many
of Florida's ports do not fully understand the impact of the changes in FS
311.12 (2009) on their security policies, processes, and operations. In
addition, many of the ports have not yet been subjected to an FDLE
compliance audit against the security objectives identified in the Seaport
Security Data Collection Uniform Guidelines for Field Inspection
Activities.t The success and continued existence of FS 311.12 as a
viable statute will be dependent upon the state’s ability to facilitate the
education of Florida's ports on the positive impact of the changes in the
statute.

¢ The effeclive daig for FS 31112 was July 1, 2008, following which FDLE compiiance sudils were lemporerily suspenoec Lo gllow Florda
seaports Lo review and implement the changes conlained therein. Inierviews with many of the norls indicale that (hey have not received
guidance or essistance from FOLE on their expeclaiions regarding the revised compliance audi process. Cne porl Ihal did receive &

compliance audi based on the new guidelings indicalad that they dd nol receive the new guidelines againsl which the FDLE audii was
conducled uniil afier the audit was conducted, and are currently revising therr facility secunity plan to include the new guidelines.
S W v e L N T o R S e e e e e e D P o e e e U W e et 6 U e ]
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2.0 Federal and State Statutory Regulation Comparison

2.1 Introduction

This study is intended as a comparative analysis of the most recent
versions of the state and federal regulations that establish minimum
security standards applicable to the following commercial seaports:
Jacksonville, Fort Pierce, Palm Beach, Port Everglades, Miami, Port
Manatee, St. Petersburg, Tampa, Port St. Joe, Panama City, Pensacola,
Key West, and Fernandina.”®

We have also included research into the history, impact, and areas of
overlap between FS 311.12 and the Maritime Transportation Security Act
(MTSA) of 2002, and their associated guidelines for implementation. We
have also identified issues relating to the construction and evolution of
these regulatory requirements. FS 311 (Florida Seaport Transportation
and Economic Development) provides the following specific guidance
applicable to Florida's Seaports:

= 311.09: |dentifies commercial seaports that are subject to an
audit by the Florida Depariment of Law Enforcement (FDLE) for
compliance with state minimum security standards within the
state of Florida;

= 311.12; Establishes the statewide minimum standards for
security applicable to the seaporis identified in FS 311.09, as
set forth in the Port Security Standards Compliance Plan of
2001;

= 311.13: |dentifies the information, that if released could
jeopardize the security of the seaport, as exempt from
disclosure;

= 311.115: Establishes the creation, role, and responsibilities of
the Seaport Security Standards Advisory Council (SSSACY);

= 311.121: Identifies the criteria under which seaport security
officers and other personnel certified under federal and state
guidelines may detain persons for trespassing at a Florida
seaport;

= 311.122: Identifies authority for the creation of a seaport law
enforcement agency, the creation of requirements for
compliance with law enforcement certification standards, and
the range of law enforcement powers that may be exercised by
seaport law enforcement officers; and

= 311.123: Identifies the requirement for creation of a maritime
domain security awareness training program for all personnel
employed within a seaport’s boundaries and the implementation
of each seaport’s security plan.

Questions underlying the comparison between the state and federal

7FS 31109 does nol inciuge the privately-operated, commercig! Wiami River Seaport
5 Inlerviews with personnel responsible for management of Port Ft. Pierce are manegec by indian River Terminals, & privale entity, on behalf of
Ine County Cemmission. In adgilion, operations ai the Porl of Femnanding are managet by iis private lenant
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security regulations include:

= Does compliance with the FS 311 security standards create
areas of overlap, redundancy, conflict or inefficiency with
federal standards mandated by MTSA?

= Has compliance with both state and federal security standards
imposed additional operational burdens on Florida's commercial
seaports?

= Has compliance with two sets of security standards and
practices resulted in impediments {o commerce, including
higher operaling costs, at Florida's commercial seaports?

= What changes facilitate more effective alignment of state and
federal seaport security standards and practices?

Exclusions to the Study

This study does not provide an analysis of the effects of implementation
of MTSA security standards and procedures on the types and frequency
of security incidents or criminal activities documented as having occurred
at the Miami River Seaport.

Port of Fort Pierce: This small east coast Florida port has been
included in the list of deepwater ports in FS 311.09(1). The port is
officially listed and participates in the Florida Ports Council and Florida
Seaport Transportation and Economic Development Council (FSTED)
and complies with such requirements such as a Port Master Plan.
However, the port area does not currently have any infernational cargo
trade activity on publicly owned port property. FDLE chose to categorize
Port of Fort Pierce as an “inactive port” from an operating standpoint and
hence exempt from complying with the on-going seaport security
aclivities of FDLE under FS 311.12.

Port of Miami River: The Miami River is the fifth largest port in the state
of Florida, serving as economic catalyst for the South Florida region and
providing vital shipping links to the shallow draft ports of the Caribbean
and Central and South America. As a working river, the Miami River's
navigation and commercial shipping directly generates millions of tons of
cargo each year and thousands of direct and indirect jobs. Miami River
cargo transshipment is estimated at $4 hillion per year. All of the
shipping terminals operated from the Miami River are private property
and were not included as a deepwater port under defining state
legislation in FS 311.09 that gave the other Florida public deepwater
ports status under law. Hence, the Miami River terminals are exempt
from the state of Florida's seaport security legislation.

Assumptions & Expectations

The basic assumptions and expectations underlying the conduct and
intent of this study are:

= The primary objective of both FS 311 and MTSA is fo ensure a

Florida Statewide Seaport Security Assessment | TranSystems Section 2.0, Page 2
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secure operating environment for maritime commerce in the

State of Florida;

= The implementation of regulatory security standards is
designed to maximize the effectiveness of the Florida seaport
community's efforts to prevent, mitigate, and/or recover from a
broad range of security and criminal threats or activities;

= Conflicls between the two regulatory regimes need to be
addressed in order to develop an effective mechanism for their
alignment in a cost- and operationally-effective manner; and

= |mplementation of security regulations at Florida's seaports
must maintain a reasonable balance between security
practices, port operations and costs in order to maximize the
effectiveness of security measures without diminishing the
commercial viahility of the port and its operations.

Historical Background

In 1999, President Clinton called for a comprehensive review of the
nature and extent of seaport crime, as well as the overall stale of
security in U.S. seaports. The resulting report, issued in 2000 by the
Federal Interagency Commission on Crime and Security in U.S.
Seaports, rated the state of security in U.S. seaports from “poor to fair”,
and identified a prioritized list of the major threat categories against
which the ports needed to be protected (Report of Interagency
Commission on Crime and Security in U.S. Seaports, 2000). The
Commission found that Florida was attractive to drug traffickers due to
the state’s strategic position near drug source countries and its
numerous international airports and deep water seaports.

Subsequent to that report, the Executive Office of the Florida Governor’s
Office of Drug Control commissioned a statewide security assessment fo
identify the credible threats and associated risks to Florida's seaports.
This report, known as the Camber Report (See Section 1), became the
basis for the development of FS 311.12 which identified security
standards to prevent criminal activity and money laundering at Florida’s
commercial seaports. The statute identified the FDLE as the executive
agent for oversight, with the authority to conduct annual compliance
audits of the required seaport security standards under FS 311.12.
Implementation of FS 311.12 predated the events of 9/11, and placed
Florida to the forefront of national leadership in securing its commercial
maritime infrastructure and operations.

The Maritime Transportation Security Act of 2002 (MTSA) was created
following the successful terrorist attack of 9/11, and was designed to
provide a mechanism for the effective protection of commercial maritime
infrastructure and operations at U.S. seaports against a variety of
terrorist and criminal threats. MTSA requires ‘performance-based’
standards designed to protect against credible threats at all regulated
seaports in the U.S. The U.S. Coast Guard serves as the executive
agent responsible for oversight and enforcement of the MTSA, and

Florida Statewide Seaport Security Assessment | TranSystems Section 2.0, Page 3
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promulgates directive guidance on the performance measures and

standards required for compliance with the objectives identified in 33
CFR Part 105 (Facility Security). Annual MTSA compliance audits are
conducted by U.S. Coast Guard personnel.

Subsequent fo the nationwide implementation of the MTSA, Florida’s
commercial seaports, and their ienants, have struggled to comply with
these two distinctly separate regulatory requirements. Although the state
and federal regulations share the same intent, their approach and
method for addressing evolving threats unigue to each port — as well as
the mechanisms for oversight — are dissimilar and sometimes conflicting.
The additional measures and asscciated costs required to achieve
concurrent compliance with both the state and federal requirements
imposes a burden on Florida's commercial ports. The results in some
cases are:

= Seaports opting to comply with federal standards only due to
insufficient funding; and

= Seaports finding themselves af a competitive disadvantage with
ports in neighboring states due to the high cost of complying
with dual regulatory regimes.

Security Standards — Construction & Enforcement

FS 311.12 imposes standards for physical infrastructure, personnel
security, and information security procedures and practices against
which the identified seaports are evaluated for compliance. The FS
31112 standards are prescriptive in nature, and provide detailed
guidance regarding specifications, systems, materials, and construction.?

FS 311.12-regulated ports have historically been required to maintain
compliance with the letter of the standards outlined in the statute, on a
‘passifail’ basis, without regard to:

= The type and volume of credible threats to the facility;

= The level of risk associated with the credible threats fo the port
facility;

= The relative value of the area or materials within the port to be
protected,;

= Additional, layered risk measures implemented by the facility;

= The presence of federal law enforcement agencies (i.e., CBP,
ICE, USCG); or,

= The cost-lo-value ratio of the preventive security measures
mandated by the state statute.

The 2009 version of FS 311.12 requires seaports to adhere to security
practices that are consistent with the risks identified during the quarterly

¢ Slatewice minimum slancards for seaporl security applicable 1o seeporis iisled ins. 31109 shali be Lhose basec on (he Florida Seaport
Securty Assessment 2000 and set forth in the Port Security Slandards Compliance Flan delvered to the Spea<er of the House of
Represeniaiives and the Presidenl of the Senale on December 11, 2000
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risk assessments required to be conducted by each port. FS 311.12

(2009) does not specify which assessment tools or methodologies are to
be used, but recommends coordination with the U.S. Coast Guard for
use of the Maritime Security Risk Assessment Model (MSRAM) tool to
assist seaport directors in their assessment of the risk of terrorist
activities at their seaports. It should be noted that under FS 311,12 the
seaports must perform ongoing threat and risk assessments, despite
their lack of access to meaningful threat data. Such data is often
classified, or protected as 'Law Enforcement Sensitive’ and therefore
limited in its availability to seaport security directors.

Interviews with representatives of participating ports indicate that their
most recent FS 311.12 compliance audils were conducted against the
standards specified in the 2001 Port Security Standards Compliance
Plan.

This means that they may be unaware of the changes in the security
standards and practices in FS 311.12 (2009), and may not have
undergone an FDLE-conducted audit against the revised statute. 10

MTSA standards are performance-based and implemented according to
identified risk. The USCG allows ports to medify and implement physical,
personnel, and operational security measures to address the threat and
risk profiles specific to their port and tenant operations." USCG MTSA
compliance audits are conducted against an approved Facility Security
Plan (FSP), which includes a threat assessment specific to each port
and not against prescribed standards, as is the case of FS 311
compliance audits. The USCG also issues instructional Navigational
Vessel Inspection Circulars (NVICs), to provide guidance on federal
compliance requirements.

Data Collection & Analyses

In order to better illustrate the challenges in aligning the standards and
requirements of the state and federal statutes, both statutes are
compared in a simple matrix contained herein. The mafrix compares
elements of the 2009 and 2001 FS 311.12 standards against those
found in MTSA, 33 CFR Part 105 and NVIC 03-03, Change 2.

In addition, interviews were conducted with Florida’s ports to identify and
document specific issues and concerns relative to the dual security
requirements. The ports were consistent in their call for coordination and,
where possible, alignment of the state standards with the federal
standards, especially in the creation of performance-based compliance
requirements. Details of specific areas of overlap, redundancy, potential

10 Cne port ingicated that an FOLE zudlt for compliance was conducted of their facility anc operalions subsecuent to the 1 July effective date for
1ne revised FS 311 12 (2008). However, the subject pot's Director of Security indicated Inzl he did not receive a writlen copy of (he new security
objeclives and standerds against which the porl was evaluated unll a'ler the audii was conducted. Mosi of the ports interviewed indicaled thal
Iney have slill nol received guidance or assistence from FDLE regerding ther expecietions for compliance with the significant changes included
in FS 31112 (2009)

' As previously noled, seaporis ao not have consisient access 1o meaningful transnationg, nationel, regional, and local threal intelligence
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conflict, and inefficiencies are identified in the Comparative Analysis
section of this report.

2.2 Comparison Matrix

Florida has led the nation in the development and implementation of
seaport security standards to protect its commercial seaports and their
operations from criminal and terrorist activities. FS 311.12 required the
Office of Drug Control (ODC) in consultation with the Florida Seaport
Transportation and Economic Development (FSTED) Council, and in
conjunction with the Florida Department of Law Enforcement (FDLE) to
develop a statewide security plan based upon the Florida Seaport
Security Assessment 2000, otherwise known as the Camber Report.
This plan was required to establish statewide minimum standards for
seaport security, including “the prevention of criminal activity. ODC
subsequently delivered the Port Security Standards — Compliance Plan,
which contains the statewide minimum seaport security standards and
identifies specific requirements that are included but are not limited to:
access control and |ID badges; visitor access; access gates; parking;
fencing; lighting; signage; and, law enforcement presence, as mandated
for compliance with FS 311.12.12

FS 311.12 (2009} does not include any changes to these minimum
standards. However, the new Seaport Security Inspection Methodology
includes:

=  Port Security Standards — Compliance Plan (2001);

= FDLE Seaport Security Data Collection Uniform Guidelines for
Field Inspection Activity;

= Special Agent in Charge notes; and

= |n-brieffout-brief guidelines.

The FDLE Seaport Security Data Collection Uniform Guidelines for Field
Inspection Activity is modified as needed to address changes in Florida
Statute 311, andfor changes in the security standards as recommended
by the Standards Committee to the Legislature. FDLE is responsible for
inspecting Florida's 12 active public seaports identified in FS 311.09
against the reference standards and security objectives.

FS 311.12 was promulgated in the absence of any federal law relating to
seaport security. Following the evenls of 9/11, the Maritime
Transportation Security Act of 2002 (MTSA) was enacted to identify
minimum security standards and performance objectives for U.S.
commercial seaports, vessels, and operations. The U.S. Coast Guard
adopted regulations to guide implementation of the provisions of MTSA.
Subsequent to the nation-wide implementation of MTSA, Florida became

12 The new Sezaport Inspection Metnodelogy consists of ne Stalewide Minmum Seaport Secanity Slandarcs, FDLE Seaport Security Daia
ay y f ¥
Collection Uniform Guidelines for Field Inspection Activily, SAC noles end infout brief guidelnes
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the only state that required compliance with both state and federal

regulations ouflining security standards and practices applied to its
commercial ports.

From left to right, the Comparison Matrix contained herein reflects the
following:

= Column A: Identifies the statutory requirements for maritime
security for application at identified Florida commercial seaports
included in FS 311 (2009);

= Column B: Identifies the standards outlined in the Port Security
Standards Compliance Plan released by ODC and FDLE in
2001,

= Column C: Identifies the standards for compliance with federal
maritime security requirements mandated by MTSA, as directed
in 33 CFR, part 105; and the U.S. Coast Guard's Navigation
and Inspection Circular (NVIC) 03-03, Change 2;

= Columns D, E & F: Identifies the complementing requirements
or industry “best practices” associated with CBP’s programs for
international trade and supply chain security; and

=  Column G: Identifies the areas of overlap, redundancy,
conflicts, or inefficiencies thal exist between state and federal
regulations related to each identified maritime security standard
or security objective.
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2.3 Comparative Analysis

The comparative analysis of the key elements of the standards and
compliance requirements of FS 311 and MTSA identifies conflicts that
inhibit the successful implementation and oversight of both security
regimes.

Security Objective 1: Each seaport shall maintain a security plan
approved by the Florida Department of Law Enforcement (FDLE) and the
Governor of Florida's Office of Drug Control (ODC) and the United
States Coast Guard. [FS 311.12 (2) (b) & 33 CFR, Part 105.120]

FS 311.12 standard requires that each seaport have a security plan, that
the plan must be reviewed and approved by FDLE and ODC, and that
the plan must include evidence of participation by the Regional Domestic
Security Task Force (RDSTF) and the USCG on any revisions.

NVIC 03-03, Change 2 outlines a process and includes a specific format
for the creation of an MTSA-compliant Facility Security Plan (FSP). The
MTSA FSP must include the following items that are subject to
verification by USCG compliance audits:

Security administration and organization of the facility;
Personnel Training;

Drills and Exercises;

Records and Documentation;

Response to Changes in MARSEC level;

Procedures for interfacing with vessels;

Declaration of Security (DoS});

Communications (procedures);

Security Systems and Equipment Maintenance;

Security Measures for Access Control, including
designated public access areas;

Security Measures for Restricted Areas;

= Security Measures for Handling Cargo;

Security Measures for Delivery of Vessel Stores and
Bunkers;

Security Measures for Monitoring;

Security Incident Procedures;

Audits and Security Plan Amendments;

Facility Security Assessment {FSA) Reports; and

Facility Vulnerability and Security Measures Summary
(Form CG-6025).

Analysis

Although the intent of the two regulations is the same, historically the
content and language required for either plan is sufficiently different as to
compel the port to either maintain two separate plans or create a single
plan with duplicative entries for areas where each regulation identifies
unique content or specific language requirements (e.g. Form CG-
6025)."

Florida Statute 311.12 (2009) requires coordination between the state

12 Porls indicalec tne necessity to madify faciity secunty plans lo accommodate conflicling language or mulually-exclusive requrements In
some cases ports mainiain two sels of "books”, one each for review by federa and stete avditors. For example: The MTSA reguires the
inclusion of Form CC-6025 thal has no corollary with stale standards
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and federal agencies with responsibility for oversight of maritime security
standards for Florida's commercial seaports. However, interviews with
representatives of the ports indicate that an efficient and effective
mechanism for alignment of security plan audits, inspections
amendments, and approval has yet to be developed. This is a source of
confusion for the ports, and is likely to result in conflicts and
inefficiencies that will delay the successful modification and approval of
these plans.

Under FS 311.12, Florida ports maintain a Seaport Security Plan (SSP),
while MTSA requires the creation and maintenance of a Facility Security
Plan (FSP). Attempting to align the basic security document required by
both regulatory regimes is confusing and inefficient. This may represent
an opportunity for FDLE and the U.S. Coast Guard to work together to
integrate the requirements and standardize the nomenclature addressed
in the two documents.

Security Objective 2: Each seaport will continuously examine threats
through a coordinated mechanism involving regional partners and
update security plans when appropriate. Effective July 1, 2009, each port
will develop and maintain a Director's Ongoing Risk Assessment (ORA).
[FS311.12 (1) & 33 CFR, Part 105.305]

FS 311.12 requires that each Seaport Direclor be responsible for
conducting risk assessments on a quarterly basis to idenfify changes in
the threat and risk profile associated with the port in order to ensure that
appropriate protective security systems and procedures are in place, and
that the SSP is appropriately amended in a timely basis.

MTSA requires that a reassessment of the security threats be
conducted, at a minimum, every five years as part of the FSP
revalidation process. Recurring security vulnerability assessments are
conducted on an ongoing basis or as may be required based on
significant changes in the port's structure, tenants, or operations."*

MTSA accepts a layered approach to security sufficient to protect
against or mitigale the threats and risks that may be reviewed and
approved by the U.S. Coast Guard Sector Commander. Although Florida
Statute 311.12 (2009) does include language that reflects an intent to
harmonize state and federal standards and procedures for conducting
risk assessments of the ports in an efficient, effective, and consistent
manner.

Analysis

The FS 311.12 requirement for quarterly risk assessments can easily
accommodate the MTSA assessment requirement, as long as the
methodology and crileria used to evaluate the risk to the port's
personnel, facilities and operations are neither uniqgue nor mutually
exclusive. Close cooperation between the Seaport Director, the Facility
Security Officer, FDLE, and the U.S. Coast Guard Sector Command is
not currently occurring to ensure that this mutual requirement is
successfully performed.

4 FS 311,17 reguires guerierly risk assessmenis of the porl egainst which (he restricled areas and risk miligelior: measures mey be determined
Parls consislently voiced ther concern thal ine slaie-mandated quarierly assessmenis were an inapprepriaie use of resources and slaled (hat
the federe ennuz audts were more appropriae guidance is appropriate for when the threat assessment asscciated with the Facility Security
Plan are {0 be reviewed andior amended
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Security Objective 3: To ensure an effective and efficient security
apparatus, seaports may operate under alternative standards when such
standards are threat based and approved. The seaport may be granted
equivalency waivers that create alternative means of compliance from
the standards when such alternate means do not diminish the safety or
security of the seaport based on the ORA. [FS 311.12 (8)].

FS 311.12 (2009) states that Florida's seaports may operate under
alternative security standards, as long as the alternate means of
compliance does not diminish the safety or security of the seaport and
can be verified through the Seaport Director's risk assessments. ODC
and FDLE may modify or waive any physical facility requirements
contained in the minimum security standards upon a determination that
the purpose of the standards has been reasonably met or exceeded by
the seaport requesting the modification or waiver.

Port representatives were consistent in reporting that the waiver process,
as currently implemented, is time consuming and represents a possible
conflict of interest within FDLE. (NOTE: FDLE's role in the waiver
process is to collect information on the level of compliance of the
altemate security measures against the compliance standards, and
reporting their findings to the Domestic Security Oversight Council
(DSOC) for its evaluation and determination).’* The DSOC membership
is heavily weighted for state representation, and the port security
experience and knowledge of the DSOC has been called into question
by many ports.' In addition, the Seaport Security Standards Advisory
Council has no role in the waiver appeal process.

Standards for compliance with MTSA requirements are performance
based and are linked to the identified threats and risks associated with
each port. MTSA compliance may be addressed by a layered security
solution that includes a combination of infrastructure and procedural
measures the U.S. Coast Guard accepts as appropriate for mitigation of
the identified threats and risks.

Analysis

Compliance with this security objective is likely to continue to result in
conflicts unless, or until, a consensus is developed on an acceptable
range of alternative security standards in conjunction with ODC and
FDLE for application statewide.

Security Objective 4: FDLE inspectors will examine the security
structure and the overall management of security on the port. [FS
311.12(b) & CFR 33, Part 105.305]

FS 311.12 inspection elements include requirements for;

= Creation of a standing port security committee [FS 311.12
(E)D;

= Creation of a Security Master Plan (separate and distinct
from the Seaport Security Plan) [FS 311.12 (b)(2)];

= Creation of a Security Manual/Standard Operations
Procedures (SOP), applicable to all port personnel that
identifies specific security tasks and responsibilities,

18£S 311115 (2) Exemption - FDLE may exempl all or part of 2 seaport listec in . 311.08 from the reguirements of this section if they
cetermine that aclivily associaled win the use of ihe seaporl or part of the seaport s nol vulnerable fo crimina activity or lérrorism. FDLE will
period czlly review such exemplions io determine I there is a change in use  Such charge may werrent removal ¢f all o7 parl o the exemption
16 Ports were consistent in reporting that the DSOC's lack of port security knowledge and experience crezles the situation 1n which the DSOC
locks for FOLE guigance in waiver appeals, thus creating & conficl of interest
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conditions, and performance standards [FS 311.12 (b)(3a));
= Development of written SOPs for responding to MARSEC
level changes [FS 311.12 (b)(3b)]; and
= The performance of blast zone analysis, if appropriate [FS
311.12 (b)(3b)).

Corresponding MTSA requirements [33 CFR, Part 105.200; 105.205;
105.210; 105.215;] include but are not limited to:

= FSP documentation of port personnel with specific security
duties and responsibilities;

= Written designation of the Facility Security Officers (FSO)
and 24-hour contact information;

= |nclusion of procedures for shore leave for vessel
personnel and crew rotations;

= Report of all breaches of security and security incidents to
the U.S. Coast Guard National Response Center; and

= Documentation that the FSO has the authority and ability to
maintain the development and implementation of the FSP.

Analysis

Due to lack of coordination regarding the language and composition of
facility security plans, some ports maintain multiple security plan
documents that address redundant requirements. This results in
inefficiencies in application of the requirements as well as in the use of
manpower 1o ensure that the security plan documentation is maintained.

It is likely that this will continue to result in confusion and frustration for
the Port Directors and their FSOs unless, or until, a template and/or
guidance on acceptable language is developed through the caoperation
of FDLE, the U.S. Coast Guard and port community FSOs.

Security Objective 5: Proper record keeping and documentation of
security activities is important to improve security. [33 CFR, Part
106.225]

MTSA has established requirements for facility recordkeeping that
includes, but may not be limited to:

= Maintenance of required records in hard copy and
electronic formats;

= Records of security training, drills & exercises;

= Reporis of breaches of security and security incidents;

= Changes in MARSEC levels;

= Maintenance, calibration, and tesling of security
equipment;

= Security threats to the port's personnel, faciliies, and
operations;

= Declaration of Security executed between the port and
visiting vessels; and
= Results of annual audits of the Facility Security Plan (FSP).

Analysis

Florida Stalute 311.12 (2009) mandates that FDLE auditors will review
the documentation required for compliance with MTSA. Attached to this
requirement is the implied requirement for FDLE inspection team
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personnel to be thoroughly trained in, and have an operational
understanding of, the security standards and performance objectives
required for compliance with the federal requirements outlined in 33
CFR, Part 105 & NVIC 03-03, Change 2.

Security Objective 6: FS 311.12 and seaport security elements will be
implemented, in conjunction with the regulatory requirements of the
MTSA. FDLE inspectors will collect and examine all COTP letters,
notices of violations, fines, and other evidence of security deficiencies
issued by the USCG against the port. [FS 311.12 (9) (b)]

Analysis

The FS 311.12 (2009) requirement is likely to receive resistance from the
port directors and their FSOs. Ports consistently indicated their concern
over the composition of the FDLE inspection audit team and the possible
collection of what is viewed as ‘derogatory’ information about the audited
port's security practices. Since FSPs are designated as Sensitive
Security Information (SSI), there is likely to be resistance to having
representatives of compeling ports ~ who may be included on FDLE
audit teams - from viewing SSI information, or for that matter COTP
letters, notices of violations, fines, and other evidence of security
deficiencies issued by the U.S. Coast Guard against the port."”

Security Objective 7: Improve security and reduce security costs by
imposing minimum criminal background standards to establish the
frustworthiness of those regularly entering secure and restricted areas.
FDLE inspectors will vetify the existence of the required documents by
examining the files of the port agency and tenants. [Florida Legislature
Standard 2a]

FS 311.12 requires an FDLE conducted criminal background check as a
predicate to issuance of a Florida Port ID.

Navigation and Vessel Inspection Circular (NVIC) No. 03-07 identifies
the requirements and guidelines for the issuance of a Transportation
Worker |dentification Credential (TWIC), which includes a national
agency, (e.g. FBI, DEA, CIA, efc.), background check conducted by
federal authorities to determine suitability for issuance of this credential.

Analysis

The requirement to conduct what is viewed as redundant (e.g. state and
federal) criminal background checks has emerged as a contentious
lightening rod of discontent among the various port and supply chain
community personnel requiring access to the port. Ports consistently
reported that the state requirement for the FDLE-conducted background
check is an unnecessary bureaucratic mechanism for generating
revenue for the state. It is also believed to be an impediment to port
community growth and economic development, and a barrier to smooth
and efficient commerce with Florida's ports.

Security Objective 8: The seaport shall allow only individuals that can
meet a high level security background check. Regular access to secure
or restricted areas of the port and shall reduce seaport threat by allowing
only such trusted individuals unescorted access into secure or restricted

1" FDLE's auoil leams cfien include represeniztive of other compeling Florica poris The pors inlerviewed expressed tneir concern that
nclusion of represeniatives from other ports compromises the port's S8 Concern wes also expressed by port securily perscnnel, who
perticipated in FDLE audits of other ports, thal the preseriptive security stardards outiinec in 2001 Comgliznce Flar Inspection Methodology
were inconsislently inlerpreted for application zt Florida's porls
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areas. The granting of access eligibility under FS 311.12 must meet
certain standards to ensure that only trusted individuals have regular
unescorted access to the seaport : [FS 311.12 (7} (a)]

FS 311.12 identifies the criteria for disqualifying offenses associated with
the FDLE-conducted criminal background check. FS 311.12 also
identifies the time frame the background check covers relative to the
applicant’s conviction of or release from incarceration, or any supervision
imposed as a result of sentencing for committing any of the disqualifying
crimes.

The disqualifying offenses for issuance of Florida Port ID include, but
may not be limited to:

= An act of terrorism as defined in s. 775.30;

= A violation involving a weapon of mass destruction or

a hoax weapon of mass destruction as provided in s.

790.166;

Planting of a hoax bomb as provided in s. 790.165;

A violation of s. 876.02 or 876.36;

A violaticn of s. 860.065;

Trafficking as provided in s. 893.135;

Racketeering aclivity as provided in s. 893.03;

Dealing in stolen property as provided in s. 812.019;

Money laundering as provided in s. 896.101;

Criminal use of personal identification as provided in s.

817.568;

Bribery as provided in s. 838.015;

= A violation of s. 316.302, relating to the transport of
hazardous materials;

= Aforcible felony as defined in s. 776.08;

= Aviolation of s. 790.07;

Any crime which includes the use or possession of a

firearm;

A felony violation for theft as provided in s. 812.014;

Robbery as provided in s. 812.13;

Burglary as provided in 810.02,

Any violation involving the sale, manufacture, delivery

or possession with intent to sel, manufacture or

deliver a controlled substance;

= Any offense under the laws of another jurisdiction that
is similar to an offense in this list; and

= Conspiracy or attempt to commit any of the listed
offenses.

NVIC 03-07, Guidance for the Implementation of the Transportation
Worker Identification Credential (TWIC), identifies the standards for
qualification, the criteria for disqualification, and the waiver process
procedures for the TWIC,

Analysis

Although the current criminal background checks performed by state and
federal investigators are evaluated against differing standards, two
background investigations are unnecessarily redundant. Amendment
169 to federal legislation (H.R. 2200) has been initiated by
Congresswoman Kathy Castor (FL-11) to direct the Secretary of the
Department of Homeland Security to prohibit states from requiring
separate security background checks for transportation security cards

Florida Statewide Seaport Security Assessment | TranSystems Section 2.0, Page 40



e e e e e e R T |
and to waive application of the prohibition if a compelling homeland
security reason prohibits conducting state or local criminal background
checks, or charging for state or local criminal background checks for
people who have been issued a TWIC.

Security Objective 9: Any person seeking authorization for unescorted
access to secure and restricted areas of a seaport must possess a valid
federal TWIC, unless waived, FDLE shall establish a waiver process for
an individual who does not have a TWIC, has not obtained a TWIC
through a federal waiver process, or is found to be unqualified under FS
311.12 and denied employment by a seaport or unescorted access to
secure or restricted areas. [FS311.12 (7) (¢)]

FS 311.12 requires personnel to undergo a Florida Ports ID for
unescorted access into restricted areas at Florida's ports to possess a
valid TWIC as a predicate for entry into those areas.

Analysis

This requirement, as it is currenfly implemented, is a bureaucratic
redundancy that exists solely fo generate revenue for the state of
Florida. The current waiver process is viewed as unnecessarily
complicated and time consuming, and unresponsive to the operational
needs of the seaports and their tenants.

Several ports indicated that the criteria for issuance of a Florida Port ID
established by the Legislature is not aligned with TWIC requirements,
thus resulting in additional operational inefficiencies.™®

Security Objective 10: FDLE shall administer a statewide seaport
Access Eligibility Reporting System (AERS). The system must, at a
minimum, include:

= A centralized secure method of collecting and maintaining
fingerprints and other biometric data;

= A means of confirming the identify of persons authorized to
enter a secure or restricted area of a seaport;

= A methodology for receiving from and transmitting
information to each seaport regarding a person’s authority
to enter a secure or restricted area of the seapor;

= A means for receiving prompt notification from a seaport
when a person’s authorization to enter a secure or
restricted area of a seaporl has been suspended or
revoked; and

= A means to communicate to seaports when a person’s
authorization to enter a secure or restricted area of a
seaport has been suspended or revoked. [FS 311.12 (5) &

(6)]
Analysis

A mechanism fo implement the AERS has not yet been developed or
aligned with technology and practices associated with the collection,
transmission, and use of biometric data collected for issuance of a TWIC
credential.

NVIC 03-07 states that the U.S. Coast Guard will conduct continuous
vetting on all TWIC holders throughout the 5-year life of the credential;

# Foderal legisizlion has been inlroduced by Hon Cathy Caslor (FL-11) that 7 passed. would pronibit the conduct of slate criminel background
checks for issuance of porl 2ccess identification for persons having hac a federal background check successlully conducled, ie, TWIC
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that the Transportation Security Agency (TSA) will revoke the credential
based on any subsequent disqualifying event; and that the TWIC holder
will be notified via mail. In addition, if information exists or is developed
that a person is an imminent threat, the information will be shared with
appropriate parties (e.g., employer, facility or vessel owner/operator,
COTP, or law enforcement).

Ports consistently expressed their concern that implementation of the
AERS fee requirement prior to the development and functional
implementation of the AERS system is premature and could result in a
legal challenge. In addition, the AERS system is not compatible with the
TWIC reader technology required by federal regulation and may result in
the inefficient and coslly acquisition and use of two access control
technologies.

Security Objective 11: Critical and Sensitive Security Information
should be protected to limit the ability of individuals to use the
information for criminal or terrorism purposes. [Florida Legislative
Standard B6 & 49 CFR, 1520]

This FS 311.12 (2009) requirement corresponds to the requirements
outlined in 49 CFR, Part 1520 - Protection of Sensitive Security
Information (SSI). This regulation allows the U.S. Coast Guard to
maintain national security by sharing unclassified information with
various vessel and facility persannel without releasing SSI to the public.
S8l includes security assessments and plans, or amendments that
contain information, which if released to the general public, would
compromise the safety or security of the port.

Analysis

No ambiguity exists between state and federal compliance and oversight
authorities regarding this security objective as long as 49 CFR 1520 is
the standard used to define SSI, and FDLE implements the applicable
procedures as written.

Security Objective 12: The seaport must implement measures to
ensure thal unauthorized individuals cannot easily defeat locking
systems; key control must be implemented. The key control plan must be
comprehensive and aimed at protecting the port from unauthorized
issuance and copying of keys to port facilities. [Florida Legislative
Standard A 10 a]

The Port Security Standards Compliance Plan identifies the key control
program elements in order for the port to be considered ‘in compliance’
with FS 311.12. These standards and practices are also required for
inclusion in the MTSA-mandated FSP as an item for inspection by the
U.S. Coast Guard facility security compliance inspection team.

Security Objective 13: In order for seaport security infrastructure to
meet the public safety objectives required, the security infrastructure
must be properly and continuously maintained. Both FS 311.12 and
MTSA [Florida Legislative Standard A 10 & 33 CFR, part 105.250]
require that:

= There is an adequate system for maintenance of protective
security infrastructure and systems;

= Maintenance inspections are regulardy scheduled and
conducted;

= |nfrastructure security components including, but not
limited fo, fencing, barriers lighting, signage, CCTV
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monitoring, intrusion detection, and communications
systems are kept in good working order;

= All security systems and equipment are regularly calibrated
and tested;

= The personnel responsible for use of the security systems
and equipment are sufficiently trained to support their
efficient and effective use of the systems or equipment; are
capable of properly recalibrating the equipment;, and are
able to perform basic corrective actions in the event
equipment performance falls below the required
operational parameters; and

= All of the above information is maintained in the FSP,
which is amended by the FSO in the event there is a
significant change (e.g. improvement or increased
vulnerability) to the security infrastructure.

One of the chalienges faced in the alignment of FS 311.12 and MTSA
security infrastructure standards is the prescriptive nature of the material,
construction, and performance requirements identified in the FS 311.12
Port Security Standards Compliance Plan against the more flexible
performance-based standards accepted by the U.S. Coast Guard for
compliance with MTSA.

Many port personnel were unaware of the changes in FS 311.12 (2009)
to facilitate alignment between the state and federal compliance
requirements, specifically the mechanism for requesting equivalency
waivers to the prescriptive security standards outlined in the 2001 Port
Security Standards Compliance Plan.' Examples of these prescriptive
security measures that may be addressed through equivalency waivers
include:

= Fencing:

o Fencing should establish a secure perimeter with
controlled access;

o Fencing should be eight-feet high, constructed of
nine-gauge galvanized steel, of two-inch wide
chain link construction topped with an additional
two-foot barbed wire outrigger consisting of three
sfrands of nine-gauge galvanized barbed wire at a
45 degree outward angle above the fence;

o Bottom of fencing should be no more than two
inches from hard surface of concrete or asphalt.
This surface should be sufficiently thick to prevent
access from underneath; and

o The exterior and interior sides of the fence should
be cleared and uncluttered by not less than five
feet to ensure the integrity of the fence is not
compromised.

= (Gates/Gate Houses:

o Gates and gate houses should be staffed or
locked at all times; and

o The construction of the gates should at least
match the construction on the perimeter or interior
fencing in general {see fencing above).

¢ FDLE stales that no plan is in place for outreach and education to the ports to ensre their understanding of the changes in FS 311,12 or the
impact of FDLE expeclalions regarding accepiable measures to support compliance during the annugl audiis
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= Lighting:

o Lighting should be high-mast, sufficient for
adequately illuminating exterior gates, piers, cargo
areas, cargo traffic areas, and all working and
walking areas;

o Lighting should be sufficient to adequately
iluminate port operations and cargo areas (e.g.
five-foot candles of illumination in dock work
areas, including container unloading and loading
areas, and one-foot candle of illumination in
container/cargo yards).

o Lighting should be directed downward, away from
guards or offices, and should produce high
contrast with few shadows;

o Updated lighting technclogy, such as high
pressure sodium, mercury vapor, or metal halide
lighting, should be used; and
Lighting must be provided from sunset to sunrise.

o}
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Analysis

Dissatisfaction and non-compliance will continue with the requirements
outlined in the 2001 Port Security Standards Compliance Plan until an
effective 311,12 (2009) outreach and education program for seaport
directors and security staff is developed and implemented. This may
require modification of FDLE's role as the agency responsible for audit of
port compliance with the mandated security standards to include
proactive outreach and education.

Active cooperation between FDLE, the U.S. Coast Guard, and Florida
port security management personnel is required to ensure ports are
aware of and understand the measures supporting the alignment of state
and federal physical security standards, the processes for application
and award of security equivalency waivers, and the development of a
range of acceptable alterative risk mitigation measures.

Security Objective 14: Ports may use a port agency law enforcement
organization to meet security needs. If the seaport creates a law
enforcement agency the following inspection elements apply [FS 311.12
(1); 311.12 (8) (C); 311.122 (2)):

= Waivers for seaport law enforcement personnel standards
may not be granted for percentages below ten (10)
percent; and

= FDLE inspectors will obtain the necessary records and
documentation to ensure the port law enforcement agency
meets the required standards for an agency.

The 2001 Port Security Standards Compliance Plan mandates that port
management take steps to ensure the routine, scheduled presence of
security patrols by sworn law enforcement personnel, and that port
management work with local authorities to negotiate for the permanent
assignment of full-time law enforcement officers.

The FS 311.12 (2009) requires there be at least one state certified law
enforcement officer assigned fo the port on all shifts; that the assigned
law enforcement officers have MTSA-mandated maritime security
awareness training; and that any waivers granted for law enforcement
personnel be below ten (10) percent of the assigned force.

Analysis

Compliance with this state requirement for a law enforcement presence
at certain ports has been one of the most costly and problematic issues
for port directors and their operating budgets. Many ports have found
that the cost of maintaining a sworn law enforcement presence by
contracting with the local municipality has significantly increased the
percentage of their total operating budget expended for security. In
addition, some ports have contracted with their supporting municipalities
for a dedicated law enforcement presence which, due to their charter as
a department of that municipality, must continue to respond to calls
outside the port, making them less-responsive to the port's routine
security requirements.

Many ports, especially those engaged in cruise or high-value cargo
container operations, have access fo layers of federally certified law
enforcement officers (e.g. CBP, ICE, U.S. Coast Guard, TSA, etc.), who
are very familiar with port operations and may be referenced in the port
or terminal's FSP. This reference to the role and function of federal law
enforcement personnel at the port is documented in the MTSA-
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mandated Area Maritime Security Plan {AMSP), which is managed by
the Coast Guard Sector Commander responsible for oversight and
enforcement of the security requirements within his/her sector.
Unfortunately, since these federal law enforcement officers are not
dedicated to security patrol functions and are not accredited by the state
of Florida, their presence at the port and inclusion in the FS 311.12
directed SSP does not meet the FDLE standard for compliance with FS
311.12.

This is one of the areas where the Florida ports may realize some
economies of scale and efficiencies of operations by having the state
statute amended to recognize the presence of federally ceriified law
enforcement officers.

Security Objective 15: Security Guards are a critical human component
of the port security apparatus. The port should effectively select and train
or ensure the fraining of a highly competent security guard force that is
adequate in quality to perform the necessary security tasks on the port.
[Florida legislative standard B 5 b & 33 CFR, Part 105.210; 105.215;
105.220]

FS 311.12 is very specific about the training and certification
requirements for contract security personnel performing security duties
at Florida's ports. Guard and security personnel must be state certified
Class D license holders, while non-sworn security personnel working for
a local law enforcement agency and assigned to the port do not require a
Class D license. Guard and security personnel whose duties and
responsibilities require their use of a firearm must be state certified class
G license holders.

MTSA requires that port personnel with specific security responsibilities,
as identified in each port's FSP, are required to have knowledge or
appropriate training in the following security subjects, some of which will
be specific to the port and its operations:

= Knowledge of current security threats and patterns;

= Recognition and detection of dangerous substances and
devices;

= Recognition of characteristics and behavioral patterns of
persons who are likely to threaten security;

= Techniques used to circumvent security measures;

8 Security related communications;

= Knowledge of emergency procedures and contingency
plans;

= QOperation of security equipment and systems;

=  Testing, calibration, and maintenance of security
equipment and systems;

= |nspection, control, and monitoring techniques;

= Relevant provisions of the port's FSP;

= Methods of physical screening of persons, personal effects,
haggage, cargo, and vessel stores;

= The meaning and the consequential requirements of the
different MARSEC levels; and

= Familiarity with all relevant aspects of the TWIC program
and how to carry them out.

All other facility personnel are required to have security fraining in the
following subjects:
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= Relevant provisions of the port's FSP;

= The meaning and the consequential requirements of the
different MARSEC levels;

®  Recognition and detection of dangerous substances and
devices;

= Recognition of characteristics and behavioral patterns of
persons who are likely to threaten security;

= Techniques used to circumvent security measures; and

= Familiarity with all relevant aspects of the TWIC program
and how to carry them out,

The MTSA security training requirement also applies to the sworn and
non-sworn law enforcement personnel assigned to the port.

MTSA also requires that security drills and exercises must be performed
on a regular and recurring basis. The purpose of these drills and
exercises is to test the proficiency of facility personnel in assigned
security duties at all MARSEC levels, and to validate their effective
implementation of the procedures included in their port's FSP. Drills and
exercises are also helpful in identifying deficiencies in port's
infrastructure, policies or procedures that may result in changes to the
port's FSP.

MTSA mandates that drills be conducted quarterly and should focus on
an individual element of a port's FSP. Security exercises must be
conducted at least once each calendar year, with no more than 18
months between exercises.

MTSA-mandated security exercises may be:

Full scale or live;

Tabletop simulation or seminar;

Combined with other appropriate exercises; or
A combination of the above.

Analysis

This is an area where close cooperation between each port and its
respective U.S. Coast Guard Sector Command may be leveraged to
access U.S. Coast Guard and Department of Homeland Security
training, drills, and exercise planning resources via AMSC.

Security Objective 16: In order to meet public safety threats, FS
311.12 (2009) exempted areas and two categories of restricted areas will
be established on seaports, and in the FSP's in response to threats and
vulnerabilities. Secure and Restricted Areas included in the FSPs must
be consistent with the statewide minimum standards for FS 311.12, and
be approved as part of the FSP. [FS 311.12 (3) (b), (4) / 33 CFR, part
105.260; NVIC 03-03 Change 2]

The 2001 Port Securify Standards Compliance FPlan identified the
following locations that should be regarded as restricted areas within
Florida's commercial seaports for application of the protective security
measures mandated by the statute:

= Cargo storage or staging yards;

= Docks/berths;

= Fuel storage or transfer yards; and
= Cruise lerminals.

Modifications to FS 311 made in 2006 designated “seaport authorities”,
other than the seaport directors, as responsible for identifying four
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specific types of “restricted areas” within their ports. These areas are
identified as:

= Unrestricted Public Access Area;
= Restricted Public Access Area;

= Restricted Access Areas; and

= Secured Restricled Access Area.

FS 311.111, promulgated in 2006, identified requirements for the
enforcement of security standards within these categories of restricted
areas, as well as for businesses that are operated outside of but
adjacent to designated unrestricted public access areas. These
additional security standards were focused on proteclion of the port
facilities, personnel, and operations against credible threats of terrorism
using methods and principles contained in the following Federal
Emergency Management Agency (FEMA) documents:

B FEMA 426. Reference Manual - to Miligate Potential
Terrorist Attacks Against Buildings; and

= FEMA 452: Risk Assessment - A How To Guide fo
Mitigate Potential Terrorist Attacks Against Buildings.

FS 311.12 (2009) directs the alignment of the state's definitions of
"secure” and ‘restricted access areas” with the MTSA restricted area
definitions. Under MTSA, restricted areas are identified as including,
when appropriate;

= Shore areas immediately adjacent to each vessel moored
at the facility;

= Areas containing SSI, including cargo documentation,

= Areas containing security and surveillance equipment,
systems and their controls, and lighting systems controls;

= Areas containing critical facility infrastructure (e.g. water
supplies, telecommunications, electrical systems, access
points for ventilation and HVAC systems);

= Manufacturing or processing areas and control rooms;

= |ocations within the facility where access by vehicles and
personnel should be restricted;

= Areas designated for loading, unloading, or storage of
cargo and stores; and

= Areas containing cargo consisting of dangerous goods or
hazardous substances.

FS 311.12 (2009) directs that any secure or restricted area on a port that
has a potential human occupancy of 50 persons or more, any cruise
terminal or any business operation that is adjacent to a public access
area must be protected from the most probable and credible terrorist
threat to human life, as determined by the seaport director's most current
risk assessment.

While the most recent version of FS 311.12 does not include guidance
on the source of security measures and standards appropriate to these
facilities, guidance for security standards appropriate for application to
restricted areas and businesses operated outside of, but adjacent to,
designated unrestricted public access areas, may be drawn from FEMA
426 and FEMA 452, that provides guidance for protection of facilities
against credible threats of terrorism.

Note: Under MTSA the “appropriateness” of restricted area identification
is determined based on a number of variables, including:
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= Credible threats and risks associated with those threats to the
ports and its operations;

= Presence of a vessel, and associated operations, at port
terminals and berths;

= |ocations and activities of commercial operations within the
port; and

= Value of the materials or operations subject to protection.

The restricted areas in MTSA-regulated ports are subject to adjustment
or modification based on changes in the port's threat/risk profile, or
changes in the port's structure, tenants, or operations. Under MTSA,
any changes that have the potential to impact the port's restricted areas
must be identified in the port's FSP.

Analysis

ODC, FDLE, the U.S. Coast Guard, and Florida port directors and
security staffs will need to work together to achieve the intent of the
Legislature to align state and federal restricted area definitions and
associated protective security measures.

Security Objective 17: To provide adequate protection against acts of
terrorism, eliminate illegal smuggling of contraband through the port and
port conspiracies, and eliminate general crime, including cargo theft,
some areas of the port are designated as Secured Areas (SA) based on
the ORA, providing for a secure seaport infrastructure specific to the
seaport.

FDLE auditors will note that the primary difference in the operation of an
SA and Restricted Area (RA) may be that SAs must be secured by a
security guard at each point of access at all times, while an RA may
have gated, closed, and locked points of access that are not attended by
a security guard when they are not in operation.

NOTE: As determined by the seaport director's most current risk
assessment report, any secured area that has a potential human
occupancy of 50 persons or more, any cruise terminal, or any business
operation that is adjacent fo a public access area must be protected from
the most probable and credible terrorist threat to human life.

Analysis

ODC, FDLE, the U.S. Coast Guard, and Florida port directors and
security staffs will need to work ogether to achieve the intent of the
legislature to align state and federal secured area definitions and
assaciated required preventive security measures.

Security Objective 18: To provide adequate protection against acts of
terrorism, eliminate illegal smuggling of contraband through the port and
port conspiracies, and eliminate general crime, including cargo theft,
some areas of the port may be designated as Restricted Areas (RA)
based on the ORA and the mandafory designations found in that
standard such that:

= This objective provides for a secure infrastructure specific to the
designation of RA based on the ORA, providing for a secure
seaport infrastructure specific to the seaport; and

= Promotes the flow of legitimate trade and travel.

Individuals who work on the port, seaport employees, and guesls must
be controlled via restricted areas, and individuals in these areas are
required to have the proper level identification card.
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Analysis

ODC, FDLE, the U.S. Coast Guard, and Florida port directors and
security staffs will need to work together to achieve the intent of the
legislature to align state and federal restricted area definitions and
associated required preventive security measures.

2.4 Findings & Recommendations

The following list of findings and recommendations originates from the
comparative analysis of the impact of the state and federal compliance
requirements on Florida's deepwater seaports, including the results of
interviews conducted with management and tenant representatives of
Florida ports.

Finding 1: Strict adherence to FDLE standards as in the 2001 Port
Security Standards Compliance Plan is focused on strict compliance,
without regard to the threats, risks, composition, and operations
associated with each port.

FS 311.12 (2009) directs ODC, FDLE, and the U.S. Coast Guard to
better align FDLE compliance audit standards and procedures with U.S.
Coast Guard compliance requirements and processes.

Finding 2: Definitions of what constitutes Secure and Restricted Access
areas, and the protective measures required for each, are confusing and
need to be addressed.

FS 311.12 (2009) directs the alignment of state and federal definitions of
seaport secure and restricted access areas. The July 1, 2009 revisions
to FS 311.12 repeal FS. 311.111 Seaport Security Area Designations.
FS 311.12 (2009) restricted areas designations are to be realigned with
the definitions in U.S. Coast Guard Navigation and Vessel Inspection
Circular 03-07 and 49 C.F.R. Part 1572. This has created the situation in
which the U.S. Coast Guard guidance presented in NVIC 03-07, has
become Florida law. This is confrary to the U.S. Coast Guard's purpose
in issuing NVICs, which is a "guidance” document where seaport
compliance is subject to COTP interpretation.

The NVIC allows the COTP to designate portions of the port as operating
under non-maritime-related activity and to waive the area from MTSA
requirements. The position that FDLE has iaken with the ports is that
such areas are covered by FS 311.12 standards. FDLE, while
acknowledging the changes in definitions of a restricted area in the FS
311.12, state that the FS 311.12 compliance plan still contains a
standard for the definition of “restricted area” that also applies, thus
creating confusion and lack of coherence between FS 311.12 and the FS
311.12 compliance plan written by ODC in 2000.

Finding 3: FDLE inflexibility in accepting alternative security measures
designed to address the threats, risks, and operational requirements of
ports is creating a financial burden for port directors, and serves as an
impediment to commerce for port tenants.

FS 311.12 (2009) establishes a mechanism for use of alternative
security measures and issuance of equivalency waivers for the
prescriptive security standards identified in the 2001 Port Security
Standards Compliance Plan.

Finding 4: FS 311.12 is viewed as an outmoded, redundant regulatory
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requirement that conflicts with federal maritime security standards and is
a barrier to commerce for Florida’s ports and their tenants.

FS 31112 (2009) addresses a number of the challenges and
impediments to commercial maritime operations perceived by Florida's
port directors and their security and marketing personnel. However,
there has been little time to implement the changes included in the new
legislation that are designed to more closely align state and federal
security standards and performance objectives since it was enacted in
July, 2009.

Finding 5: FDLE's FS 311.12 compliance requirements are “passffail’
and are not flexible enough to accommodate U.S. Coast Guard-
accepted, risk-based performance standards. The document entitied
2001 Port Security Standards Compliance Plan was incorporated by
reference in FS 311.12. The standards contained therein remain non-
performance-based, prescriptive, and inflexible.

Finding 6: The FDLE waiver process for prescribed security standards
is time consuming, burdensome, costly, inflexible, and confusing 1o the
ports.

Finding 7: FS 311.12 requires the presence of sworn law enforcement
in Florida's ports. Therefore, port directors contract with local
municipalities to provide a law enforcement presence to conduct patrols
of the ports. FDLE has argued that the purpose for the law enforcement
presence is for their deterrent value and their ability to respond to a
crime.

The use cf sworn law enforcement officers fo perform security functions
at Florida’s poris has been extremely costly for Florida’s ports. This is
considered an open-ended financial burden, and is an ineffective use of
city or county law enforcement resources.

Sworn law enforcement officers are traditionally tasked with conducting
arrests and responding to criminal incidents; contract security personnel
are {raditionally tasked with pro-active security functions (i.e., patrolling,
credential checks at access points). To use sworn law enforcement
officer in the role of security guards squanders a highly trained and
expensive resource. Neither FS 311 nor FDLE recognize the presence of
federal officers (e.g., TSA, CBP, ICE, USCG), who are often located at
the port, as providing a significant deterrent to crime.

Finding 8: Performance of federal and state criminal background checks
for ID credentials to gain access to the same facility, with associated
costs for each ID credential, is viewed as a significant problem facing
port directors and their security staff,

Port employees, tenants, visitors, and personnel engaged in commerce
at ports in Florida and surrounding states do not understand why Florida
is the only state where they have to pay for an additional criminal
background check, as a prerequisite for issuance of a Florida state port
ID, when they have already gone through the criminal background check
required for the issuance of the TWIC.

This requirement is widely viewed as nothing more than a bureaucratic
mechanism to generate revenue for the state and is believed to be an
impediment to attracting commercial tenants to Florida's ports.

Federal legislation has been initiated fo prohibit states from collecting
fees for criminal background checks for applicants who have already had
one conducted under the TWIC requirements.
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3.0 Seaport Security Standards Advisory Council Report & Associated Changes to

FS 311 Review

3.1 Introduction

The Seaports Security Standards Advisory Council (SSSAC) was
created under the Office of Drug Control (ODC) per F.S. 311.115 to
serve the office of the governor as an advisory council as provided in FS.
20.0320. As such, the SSSAC has conducted several studies to assess
the status of Florida's seaports and the impact of FS 311,12, The July
30, 2008 submission to the Florida Governor's office provides the
SSSAC's recommendations regarding the applicability and effectiveness
of FS 311.12. The report provided nine written recommendations and a
spreadsheet analyzing the “Minimum Seaport Security Standards.”

This section of the Florida Statewide Seaport Security Assessment
report will review the recommended changes to FS 311 proposed by the
Florida Seaport Security Standards Advisory Council Recommendations
dated July 30, 2008 against the existing FS 311.

3.1 SSSAC Recommendation 1

2 (Cnline Sunshine, 2008}

Responsibility for and timely revision of FS 311.12. Florida
Legisfature should assign responsibility to the SSSAC for the ongoing
review of FS 311.12 to ensure the law remains current and minimum
seaport security standards are aligned with the federal Maritime
Transportation Security Act of 2002 (MTSA), supporting guidance in
CFR 33 part 105 and NVIC 03-03 Change 2, and the seaport security
requirements of Florida. This would aflow additions, defetions, or other
modifications pertaining to the law and minimum standards. The Council
decided not to submit a White Paper on this subject.

Analysis

= SSSAC Membership: The SSSAC, in its current configuration,
does nol accurately represent the composition of the Florida port
community and supporting constituency. Of the 13 members,
nine are represented by state officials. Due to the unbalanced
membership of the SSSAC, stakeholder input from the private
sector is not adequately represented within the SSSAC as
currently constituted.

= Undefined Review Process: No clearly defined legislative
review process of SSSAC actions or decisions is in place. This
lack of a review process results in no commentary pericd and
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does not ensure that the SSSAC is informed of legislative intent
toward their actions in a timely basis 2!

3.2 SSSAC Recommendation 2

“Shall” vs. “Should” Language. Request the Legislature clarify intent

regarding use of the word ‘should” in the minimum standards. The
Florida Department of Law Enforcement (FDLE) and the Atforney
General provided opinions on interpreting “shall” versus “should” at
enclosures 3 and 4; respectfully, Attorney General Position Paper and
Florida Department of Law Enforcement (FDLE) Response.

Analysis

The word should is used to express a request or condition?. The word
depicts the past of shall and is used in auxiliary function to express a
condition. Use of the word should in the Minimum Security Standards for
Florida Seaports stipulates procedures utilizing the word “should” (i.e.,
“should maintain gate passes,” “access to the restricted area should
require ...", “port managers should formally ...").

The use of the term “should” in FS 311.12 standards is currently
understood to imply a discretionary obligation rather than a mandate.
While FS 311.12 requires FDLE to evaluate compliance with the Security
Standards, inspection teams are accorded no leeway in evaluating
digression from the standard. The use of alternate words such as “must,”
“shall’ or “will" in order to prescribe a mandate will remove ambiguity.

Enclosure 3% is provided in the below email from FDLE's

Paort Securlty Email: 10/15/2007

The Atterriey (3enaral Opintans Sectian has racently indicaled its befiuf thut
“shoulc™ as used In the stalewide minimum seaport securlty standarcs dacs not
RUETE with “shafl’ and as suth |s net mandatery.

This pusiticn has produced numerous inquirdes regarding how this offects the role
of the Floridy Departmant of Law Enforcement ag it mecls its slulutory
cbligations unger Chapter 311. FDLE is of the opinion that the dotcrmination of
whether & seaport is in substantial compliance, mero cempliancs or 13 1ot in
oompliance of the state's eespo sscunty slandands I8 not affocted by whether s
standand is *mandstcry” or “nol mandatory.” FOLE's determination of campiiance
fs & factual ard qualtstive aseesament, regardless of the mandatory ur non-
mandatory nature of the ytandard or standards under conskderation

FDLE's inspactions and ussessments of the degree of compllanca wil cortinua
to be mede as they have boen Inthe paet. Seaporis wil §4f! have the statulory
option to request  review by the Demeslic S eclrily Oversight Councd,
Udimately, the findings of FOLE will be reported to the Logislature.

Wa betigve (hat the standarde continue ta represent the minimum level of
security expected by tha stats for aach of lha atfectad seaports.

1 you have uny questions, pleass call Special Agant in Charge Tom Molnereny
&t (850) 410-8380.

Figure 1: Enclosure 3 - from SSSAC report June 30, 2008

21 A member of the SSSAC reported, that due to the makeup of the SSSAC, state of Florida votes on the council far cutweigh port industry

votes.
22 hitp:ffwwav. meriam-webster.com/dictionary/should Merriam Webster online Dictionary, (2009) Accessed: November 12, 2009
22 S5SAC RECOMMENDATION REPORT June 30, 2008: Enclosure 3: Altorney General Position Paper
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Commissioner Bailey in which FDLE - while recognizing the Attorney
General's statement that the ambiguity present in the use of “shall’ vs.
“should,” statute language has caused “inquiries” regarding the role of
the FDLE - has indicated fo the ports that it will abide by a strict
interpretation that the standards are required, and are not optional.

3.3 SSSAC Recommendation 3

Private ports not addressed by Minimum Standards. Afthough the
Council was not asked to address private commercial seaports, there
was considerable concemn regarding the number of private commercial
seaports and the lack of similar state sfandards to ensure
implementation of effective preventive security measures for their
operation.

Analysis

Intelligence reports reviewed for this report confim that private
commercial seaports, including the Miami River Seaport, are significant
sources of the types of criminal activities FS 311.12 was designed to
mitigate. Private commercial seaport security is not addressed by FS
311.12. However, instances do occur within the state of Florida in which
a public port is placed at an economic disadvantage when compared to a
competing public port. In this instance, the private port is held only to the
MTSA, while the public one is held to both FS 311.12 and the MTSA. In
the case of two closely placed ports, commerce would arguably flow to
the port held to a nationwide standard only.

3.4 SSSAC Recommendation 4

Transportation Worker Identification Credential (TWIC). The Council
frequently discussed federal and state port access credentials. The
duplication of enrofiment and the costs of the programs were most often
discussed. The Council did not recommend any reduction in Florida
standards, but did recommend afignment of the two credentials into a
single credential.

Analysis

Participants in this study, consisting of port directors, port security
directors and FDLE representatives, were consistent in reporting port
tenant and port worker confusion and frustration regarding TWIC and
Access Eligibility Report System (AERS) implementation.

The Legislature, through House Bill (HB) 7141, addressed this concern
in updating security provisions for the state's seaports. HB 7141, among
other actions, created the Access Eligibility Reporting Systems (AERS),
and eliminated the Florida Uniform Port Access Credential (FUPAC). HB
7141 also states the Legislature’s following intent to:

= FEstablish TWIC as the only credential authorized for use by the
seaports listed in s. 311.09, F.S,;
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= Maintain a requirement for a criminal history background check
of crimes committed in Florida when determining access
eligibility for secure and restricted areas at Florida's commercial
seaports identified in FS 311.09; and

= Align state criminal offenses that disqualify a person for
unescorted access fo secure and restricted access areas with
federal disqualifying offenses under the TWIC program, and
create an affidavit process for determining access eligibility for
TWIC holders that reduces and consolidates state fees for port
workers.

Despite the recent changes to FS 311.12, the following has occurred:

= Additional disgualifying factors still exist under the AERS, which
indicates that the AERS and the TWIC, while more streamlined,
are not yet completely aligned, thus creating confusion in the
port community;

= For TWIC holders, FDLE requires a background check against
Florida's criminal history databases. FDLE requires non-TWIC
holders who require regular access to restricted or secure areas
of the port, whether escorted or not, to submit to both national
and state background checks; and

e At the time of writing, the AERS has not been implemented.
This is due, in large part, to the passage of legislation prior to
the completion of a full implementation plan including related
technology and training.

3.5 SSSAC Recommendation 5

Federal Presence. The Council noted that since the September 11,
2001 attack on America, Florida's seaports have become more secure
due to increased federal presence. The U.S Coast Guard's terrorism-
focused risk assessment, in conjunction with other Federal agencies'
focus on criminal activities, has synergisticafly enhanced port security.
They have accomplished this by simultaneously addressing terrorism,
drug trafficking, cargo theft and crime.

Analysis

It is apparent that federal efforts to secure U.S. transportation
infrastructure systems and facilities have multiplied exponentially over
the last decade. The government's multi-layer security strategy is sound,
and addresses cargo and maritime security on national and international
basis. Security issues are no longer addressed for the first time when a
ship and its cargo arrive at a U.S. port.

Since it was established in 2002, the Department of Homeland Security
(DHS) has integrated a number of component agencies that have
responsibility for oversight and enforcement of preventive security
measures for the country’s transportation infrastructure, including
America's commercial maritime industry.
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The U.S. Coast Guard is the primary federal agency responsible for port
security. The U.S. Coast Guard is charged with protecting the public, the
environment, and U.S. economic and security interests in any maritime
region that may be at risk, including U.S. coasts, ports, and inland
waterways.

The Transportation Security Administration (TSA) is the federal agency
responsible for securing transportation systems, including those located
at the ports.

U.S. Customs and Border Protection (CBP) has pricritized denying entry
into the U.S. by a variety of external threats, including criminal and
terrorist, and their weapons or other contraband. CBP is responsible for
securing and facilitating trade, and has the primary responsibility for
implementing cargo container security programs.

A complete review of the federal impact on security within the state of
Florida can be found in Section 4 of this report.

3.6 SSSAC Recommendation 6

Seaport Security Plan Language. Request the Legislature clarify intent
regarding the enforcement of Florida-specific requirements contained in
the Seaport Security Plan. Discussions during the meetings included
concern that the Seaport Security Plan enforcement currently is a U.S.
Coast Guard function. This leaves the impression that the U.S. Coast
Guard was meant fo enforce Florida state standards.

Analysis

Since FS 311.12 Section (3) Securfty Plan was revised an July 1, 2009,
the SSSAC concern regarding U.S. Coast Guard enforcement of FS 311
is no longer an issue. Recent modifications now define the process,
timeline and partners for the creation and review of port security plans.
Security plans, under the revised FS 311.12, are now evaluated for both
FS 311.12 and MTSA compliance by the FDLE, with a copy of the
results of said evaluation provided to the U.S. Coast Guard. A new
situation has been created in which a state entity, in this case FDLE, is
charged with evaluating compliance with the MTSA. It is unclear if FDLE
have the training or background knowledge to do so.

3.7 SSSAC Recommendation 7

Alignment of Federal and State "restricted areas." Request the
Legislature review the provisions of FS 311.111 for possible alignment
with the federal Security Area Definitions, yet maintain the seaport
security requirements as needed by the state of Florida. The review
should also balance requisite security requirements with seaport
commerce.

Analysis
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The July 1, 2009 revisions to FS 311.12 repeal FS. 311.111 Seaport
Security Area Designations. FS 311.12 (2009) restricted areas
designations are to be realigned with the definitions in U.S. Coast Guard
Navigation and Vessel Inspection Circular 03-07 and 49 C.F.R. Part
1572. This has created the situation in which the U.S. Coast Guard
guidance present in NVIC 03-07, has become law in the state of Florida.
This is contrary to the U.S. Coast Guard's purpose in issuing NVICs,
which is a “guidance” document, with seaport compliance subject to
COTP interpretation.

The NVIC allows the COTP to designate portions of the port as operating
under non-maritime-related activity, and to waive the area from MTSA
requirements. The position that FDLE has taken with the ports is that
such areas are covered by FS 311.12 standards. FDLE, while
acknowledging the changes in definitions of a restricted area in the FS
311.12, state that the FS 311.12 compliance plan stil contains a
standard for the definition of ‘restricted area’ that also applies, thus
creating confusion and lack of coherence between FS 311.12 and the FS
311.12 compliance plan written by ODC in 2000.

3.8 SSSAC Recommendation 8

Study language: The Camber Report of the security of Florida ports
was completed in 1999. A new security study of Florida's ports in 2008 is
warranted given the time that has passed, the events of 9/11, and the
dramatic changes in port growth, operations and security, as well as
ongoing criminal activity and the advent of terrorism.

Analysis

In partial response to SSAC Recommendation 8, a review of the Camber
Report is presented in Section 1. In addition, Sections 7, 8, and 9 contain
current physical, operational, and risk profiles that also serve to address
Recommendation 8.

3.9 SSSAC Recommendation 9

Area Maritime Security Committees: In accordance with FS 311.12,
the Council is required to consult with Area Maritime Security
Committees (AMSC). Their letter is at enclosure 5, Area Mantime
Security Commitfees' response.

Analysis

The SSSAC, as evidenced in the following letter, attempted to consult
with local AMSCs. Two AMSCs declined to participate. However, the
AMSCs that did participate took the following positions:

= Excessive time involved in reviewing FS 311.12 standards;
= The fact that the standards are based on ften year old
assessment that ignores industry standards; and
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= The level of security would be diminished by overlaying a
standards-based system on the MTSA-mandated risk-based
system.
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U.S. Departmant of Gommande: (dp, 909 5.E. Firtl Avenue
Homeland Securily Seventh Coasl Guand Distric! Miami, FL 33131.3050
. S
g“‘“d 5““3’ Fax: (305) 415-6875
oast Guar Emall Christan.{wettar@uscg.mi

16600
June 12, 2008

Mr. Gilbert D. Bamnes
Corrections Liaison

Florida Drug Control Office
Oftice of Govemor Charlie Crist
Tallahassee, Florida 32399-0001

Dear Sir:

As you requested on | May, 2008, five Florida Area Marilime Security Committees were
afforded the opportunity to provide written comments on the proposed changes to FL Statutes
311,11 and 311.12. Below are their consolidated and unedited responses.

1. AMSC Westem Florida, *The AMSC membership declined to evaluate individual standards
contained in the proposed changes to F.S, 311.12, as submilled. The reasoning includes the time
required to adequately evaluate the requested impact properly, and statements by members that
commenting on the standards would indicate an approval of a Standards Based system based on ;
a 10 year old assessment that ignores industry standards, such as those promulgated by the
Amenican Society of Industrial Security, Internationnl.

Additionally, the AMSC, after consideration and discussion, concluded that the Standards Based
system utilized by the Seaport Security Administrator, as required by F.S. 311.12, does not align
with the Risk Bused philosophy adopted by the Coest Guard, end generally accepted by indusiry.

Several members of the AMSC stated in detail their belief that overlaying a Standards Based
system on the MTSA mandated Risk Based system often diminishes the level of security within
the Maritime Transportation System.

As an example, cargo storage and staging ereas are designated under state requirements by
definition in lieu of usage, meaning that if at any time an area is used to hold cargo, it must be
protected to that standard at all times, Therefore, full restricted area standards are in force in
non-operational areas to meel compliance requirements. An example given was a requirement to
light an empty field sometimes used to store cargo (o the same standard as if it always contains
cargo becausc it is designated a “cargo storage or staging area® under F.S, 311,12, Because F.S.
311.12 mandates expenditure of securitg funds to meet the standard, fewer funds are available to
implement security measures indicated by risk analysis.

As stated by an AMSC member, F.S. 31112 requires them to spend their limited security
funding poorly.” ‘

2. AMSC Panama City “We want only oﬁe regulatory agency. We could enumerale a laundry list
of draw backs with cither agency, but the contradictions and duplications of having to answer to
two authorities are cansing unnecessary "clutter” for almost all Florida ports.”

3. AMSC Florida Keys Declined to submit written comment.
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16600
June 12, 2008
4, AMSC Miami Declined to submit written comment.

5. AMSC Northeast and Fastern Central Florida “The Northesst and Eastern Central Florida

AMSC declined to comment on the standards contained in the proposed changes to F.S. 311.12
for fear it would lend legitimacy to the State of Floride’s ¢laim over it.”

Please feel free to contacl me if you have any further comments or questions.

Sincercly,

Chief, Prevention Divigion
Seventh Coast Guard District
By direction

Copy: Commandcr, CG Sector Jacksonville
Commander, CG Sector Miami
Commander, CG Sector Key West
Commander, CG Sector St Petershurg
Commander, CG Sector Mobile
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4.0 U.S. Port Security Regulatory Review: 2000 & 2009

4.1 Introduction

After the implementation of FS 311.12 in 2000-2001, and subsequent to the terrorist
attacks of 9/11, the federal government began a concentrated effort to bolster security at
U.S. seaports in response to CIA and other agencies reporting the increased domestic
threat f transnational terrorism.

To provide a foundation for understanding the complex evolution of federal regulations
that has evolved since 2000, this section of the report reviews and presents in tabular
form a timeline of federal statutory requirements and guidelines (i.e., U.S. Coast Guard,
U.S. Customs and Border Protection, U.S. Immigration and Customs Enforcement, efc.).
Implemented security measures range from the Maritime Transportation Security Act
(2002), the International Ship and Port Facility Security (ISPS) Code, which was heavily
influenced by the U.S. Coast Guard (USCG), and regulatory policies and directives, such
as U.S. Coast Guard NAVICs. %

It is apparent that federal efforts have multiplied exponentially over the last decade. The
government's multi-layer security strategy is sound, and addresses cargo and maritime
security on an international basis. Security issues are no longer addressed for the first
time when a ship and its cargo arrive at a U.S. port.

Since it was established in 2002, the U.S. Department of Homeland Security (DHS) has
implemented numerous component agencies that have responsibility for securing areas of
transportation security. The Transportation Security Administrafion (TSA) is the federal
agency with primary responsibility for securing all modes of transportation and has
developed and implemented a variety of programs and procedures to secure
transportation. U.S. Customs and Border Protection (CBP) has prioritized keeping
terrorists and their weapons out of the U.S., is responsible for securing and facilitating
trade, and has primary responsibility for cargo container security. The U.S. Coast Guard
has responsibility for protecting the public, the envircnment, and U.S. economic and
security interests in any maritime region that may be at risk, including U.S. coasts, ports,
and inland waterways.

To provide better illustrate federal maritime security efforts, the following table provides a
chronological timeline of maritime security regulations and guidelines that have been
issued since 2000.

4.2 Regulatory Measures &
Guidelines
Date Regulatory Measures & Guidelines
1986 International Maritime and Port Security Act: Title IX of the Omnibus Diplomatic Security and
Antiterrorism Act of 1986 (Pub. L. 99-399; 100 Stat. 889) constitutes the International Maritime and

2 1 Navigation and Vesse! Inspection Circular (NVIC) provides guidance ebout the enforcement er compliance with federal ane U 8. Coast Guard marine sefety
regulations and programs  NVICs are non-girective; they do nol have the force of faw. Non-compliance witn a NVIC is nol a violation of the law. however non-
compliance may indicale non-compliance with a law, a regulation or a policy Tne U S. Coasl Guarc uses NVICe inlemally lo ensure that inspeciions and other
regulatory actions ave adeguate, complete and consistent. Likewise, the maritime ncustry uses NVICs (o learn how the U.S. Coast Guard will enforce regulations or
conduc. grogrems. NV.Cs are issued by \ne Assislant Commandanl for Marine Sefely, Security and Environmental Protection.
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Port Security Act. This act amended the Ports and Waterways Safety Act, which then provided the
U.S. Coast Guard autherity to "carry out or require measures, including inspections, port and harbor
patrols, the establishment of security and safety zones, and the development of contingency plans
and procedures, to prevent or respond to acts of terrorism." This law also required a proposed plan of
action for implementation of security measures at U.S. ports and passenger vessels operating from
those ports.

NVIC 3-93: NVIC 3-93 describes the procedures required to implement the passenger vessel security
regulations of Title 33 CFR parts 120 and 128 (reference [a]). Guidance is provided for processing
Terminal and Vessel Security Plans, assessing the adequacy of those plans, and establishing annual
reporting requirements, incident reporting, and threat dissemination procedures. NVIC 3-93 called
attention to the 1992 Fire Safety Amendments to the International Convention for the Safety of Life at
Sea, 1974 (SOLAS 74).

1993

NVIC 4-95: NVIC 4-95 cancelled NVIC 3-93. The objective of this NVIC is to provide foreign
passenger vessel owners, operators, and U.S. Coast Guard field units with the additional information
1995 and guidance necessary to prepare for the Control Verification Examination process. The increased
guidance was designed to ensure consistent enforcement of the 1992 SOLAS Amendments while
continuing to minimize delays for vessel owners and operators.

Custom and Trade Partnership Against Terrorism (C-TPAT): C-TPAT was launched in November
2001. It is a voluntary government-business initiative to build cooperative relationships that strengthen
and improve overall international supply chain and U.S. border security. Through this initiative, U.S.
Customs and Border Protection (CBP) partners with private industry to ensure the integrity of their
security practices and communicate and verify the security guidelines of their business partners within
the supply chain.

Benefits to certified C-TPAT member categories:

2001 =  Reduced Inspections: A reduced number of CBP inspections (reduced border delay times);

=  Priority processing: Priority processing for CBP inspections. (Front of the Line processing
for inspections when possible.);

=  Assistance and Guidance: Assignment of a C-TPAT Supply Chain Security Specialist
(SCSS) who will work with the company to validate and enhance security throughout the
company's international supply chain;

= Importer Self-Assessment Program: Potential eligibility for CBP Importer Self-Assessment
program (ISA) with an emphasis on self-policing, not CBP audits; and

=  Seminars: Eligibility to attend C-TPAT supply chain security training seminars.

2001
(cont.)

| m

-

r.2003 @ 2004 2005 w2006 m2007 m 2008
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C-TPAT is not a regulatory program, and it is not a guarantee of security. It does, however, provide
for a creative partnership approach between government and industry as one element of a multi-
layered strategy to improve security.?

Maritime Transportation Security Act (MTSA) of 2002: The MTSA is a comprehensive port security
legislation approved in November 2002. The MTSA required that the following actions be taken:

= Risk Assessments: The conduct of a risk assessment of vessels and facilities on or near
the water to identify those at high risk of attack or accident;

= Area Maritime Security Committee (AMSC) Plans: The development of national and area
maritime transportation security plans;

= U.S. Coast Guard Approval of Facility and Vessel Security Plans (FSP / VSP): The
development of security plans by ports, facilities and vessels that are approved by the U.S.
Coast Guard, The MTSA, through 33 CFR 105, established a deadline of December 31,
2003 for the approval of all FSPs;

= |mproved Coordination between Local, State, and Federal Agencies: Better coordination
among local port security committees and federal, state, local, and private law enforcement

2002 bodies, including intelligence agencies, the FBI, CBP, Immigration, and the U.S. Coast
Guard;
= Restricted Areas / ID Cards: The development of regulations for secure areas in ports,
including ID cards;
= Improved Inspections: Research and development grants for improved customs inspection
of ships entering the U.S.,;
= Security Training / Certification: The development of security training and the education /
certification of security personnel;
= |Intelligence System: The development of a maritime intelligence system and the
improvement of reporting of crew, passengers, and cargo;
=  Sea Marshal Program: Authorized the creation of the Sea Marshal program; and
= Automatic Identification System (AIS): Equipping commercial vessels with an automatic
identification system so that vessels are able to be tracked in U.S. waters.
Department of Homeland Security (DHS): DHS was created in 2002.% The rationale was to
enhance the synergy and efficiency of homeland security efforts among its various parts. The primary
mission of DHS is to;
= Prevent terrorist attacks within the U.S,;
= Reduce the vulnerability of the U.S. to terrorism;
2002 = Minimize the damage, and assist in the recovery, from terrorist attacks that do occur within

the U.S.;
= Carry out all functions of entities transferred to DHS, including natural and manmade crises

and emergency planning; and
= Monitor connections between illegal drug trafficking and terrorism, coordinate efforts to sever
such connections, and contribute to interdiction of illegal drug trafficking.

U.S. Customs and Border Protection: U.S. Customs, Immigration and Nationalization and
Agriculture were reorganized into CBP. CBP is an agency within DHS. CBP consolidated the federal
2002 inspection responsibilities related to both the inspection of international cargo and the examination of
persons arriving at U.S. maritime ports. CBP, a component of the DHS Directorate for Border and
Transportation Security (BTS), is focused on intercepting containers bearing weapons of mass
destruction (WMD) and / or crew members / passengers carrying falsified passports. CBP relies on

% Testimony of Christapher Koch, Presidgent & CEO of the Worid Shioping Councll. regarding mantime and por security before the U 8. Senale Commitlee on
Commerce, Science, and Transpertetion {2006).
% Section 107({b) of lhe Homeland Security Act of 2002.
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risk-based “targeting” to identify those containers and ships that present the greatest threat to the
U.S. Those high-risk entities are then the focus of CBP inspection efforts. This process requires high
quality intelligence to complete the risk analysis.?

U.S. Immigration and Customs Enforcement (ICE): The creation of DHS was also accompanied by
the creation of a new investigative / enforcement agency of ICE. ICE is charged with investigating and
enforcing the customs and immigration laws at U.S. seaports. As such, the agency participates in
many activities that generate homeland security intelligence.?

2002

U.S. Coast Guard: The U.S. Coast Guard was integrated into DHS in 2002. The U.S. Coast Guard
has security responsibility for vessels, waterways and port facilities. These security responsibilities
are distributed throughout the U.S. Coast Guard, through the various Captains of the Port (COTP),
marine security offices and law enforcement operations.

2002

Container Security Initiative (CSI): In January 2002, the CS| program was created in partial
response to the vulnerable seaport situation. The program targets the problem of potentially
dangerous containers well before they entered the United States, and consists of four core elements:
Establish security criteria to identify high-risk containers; pre-screen those containers before arrival at
U.S. ports; use technology fo pre-screen high risk containers; and develop the use of smart

technology to secure containers.?

2002
Under the CSI program, a team of officers is deployed to work with host nation counterparts to target

all containers that pose a potential threat. Announced in January 2002, CS| was first implemented in
the ports shipping the greatest volume of containers to the U.S. Today, customs administrations all
over the world have committed to joining CSI and are at various stages of implementation. CSl is
now operational at ports in North, Central, and South America, the Caribbean, Europe, Africa, the
Middle East, and throughout Asia.®

International Ship and Port Facility Security (ISPS) Code: Seeking to widen efforts to increase
security for shipping worldwide, the U.S. in early 2002 infroduced proposals similar to the MTSA at
the U.N.'s International Maritime Organization (IMO). The IMO adopted the ISPS Code in mid-
December 2002. The ISPS Code set forth a deadline for implementation on July 1, 2004,

2002

NVIC 11-02 & 11-02 Change 1: Recommended Security Guidelines for Facilities: This NVIC
provides guidance on developing security plans, procedures, and measures for facilities. Until final
2003 regulations regarding facility security were published, this Circular was used as a benchmark to
develop and implement security measures and activities in anticipation of evolving domestic and
international security regimes.

MTSA of 2004: Amends the MTSA of 2002 fo include:

= Commercial Maritime & Intermodal Curriculum Development: Establish a curriculum to
educate and instruct federal and state officials on commercial maritime and intermodal

2004 transportation.

= Law Enforcement Training: Coordinate with the Federal Law Enforcement Training Center
(FLETC) in the curriculum development and the provision of training opportunities for federal
and state law enforcement officials at appropriate law enforcement training facilities.

= Transportation Worker Identification Credential (TWIC): Directs the DHS Secretary to

7 Henrikson, A (2005} An Interagency Approach to U S. Port Security. Strategic Insights, v IV, Issue 2 Accessed from

hilp:-hwww nps edu/Academissicentersices/publications/CnlineJourne!f2005/Febihenriksonieb0b himi January 31. 2009

# Henrikson (2005)

2 Robinson, C {2003) Port and Marifime Security i the United States: Reactions fo an Evolving Threst. Center for Defense Information
hilp: fwww . cdi orgfierrorismimarilimesecurity-pr ofm. Accessed Januery 31, 2070

% CS! Faot Sheet (2007). hito Jiwww.cbp govixplegovitradelcargo_security/osilesi_in_brief.xml Accessed January. 31, 2010
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report to specified Congressional commitiees on recommendations to coordinate
background checks for all individuals engaged in ransportation activities; and a timeline for
implementation of TWIC in seaports.

=  Area Maritime Transportation Security Plans: Amends federal shipping law to direct the
Under Secretary of Homeland Security for Border and Transportation Security to establish a
maritime transportation security plan grant program to implement Area Maritime
Transportation Security Plans and help fund compliance with federal security plans among
port authorities, facility operators, and state and local agencies required to provide security
devices.

NVIC 06-03 Change 1 Coast Guard Port State Control Targeting and Boarding Policy for Vessel
Security and Safefy: NVIC 06-03 Change 1 revises Navigation and Vessel Inspection Circular
(NVIC) No. 06-03 and includes updated procedures for risk-based vessel fargeting, reporting and
notification, boarding, and control and enforcement, and revised examination checklists.

2004

NVIC 06-04 Voluntary Screening Guidance for Owners or Operators: NVIC 06-04 provides
guidance to aid owners or operators in the development and execution of a screening regime to meet
the requirements of Subchapter H of Title 33, CFR Subchapter H, which requires certain owners or
operators of vessels or facilities to conduct screening of persons, cargo, vehicles, or baggage prior to
allowing access onto the facility or vessel. The guidance is not provided to regulate owners or
operators in the development of a screening program. Owners or operators are not required to use
this document in developing a screening program. This guidance is an overview of what owners or
operators should consider when establishing a screening program.

2004

NVIC 10-04 Guidelines for Handling of Sensitive Security Information (SSI}: The purpose NVIC
10-04 is to provide guidance to field commanders and the maritime industry on the access,
safeguarding, and disclosure of information, designated as SSI, as defined in 49 CFR Part 1520 (as
amended). SS! is information that the Transportation Security Administration (TSA) has determined
must be protected from improper disclosure in arder to ensure fransportation security, TSA has
amended its SSI regulations to cover the security measures required by the MTSA and exempts
information related to maritime security from public disclosure under the Freedom of Information Act
(FOIA).

2004

NVIC 02-05 International Port Security (IPS) Program: NVIC 02-05 outlines the procedures for
conducting the International Port Security (IPS) Program. The guidance details the process for
2005 conducting information exchanges with other countries to learn how they are implementing the ISPS
Code and the actions to be taken in the event that significant implementation problems are
discovered.

National Strategy for Maritime Security: The National Strategy for Maritime Security aligns all
federal government maritime security programs and initiatives into a comprehensive and cohesive
national effort involving appropriate federal, state, local, and private sector entities. In addition to this
strategy, the Departments have developed eight supporfing plans to address the specific threats and
challenges of the maritime environment. While the plans address different aspects of maritime
security, they are mutually linked and reinforce each other. The supporting plans include:

National Plan to Achieve Domain Awareness;
Global Maritime Intelligence Integration Plan;
Interim Maritime Operational Threat Response Plan;
International Qutreach and Coordination Strategy;
Maritime Infrastructure Recovery Plan;

Maritime Transportation System Security Plan;
Maritime Commerce Security Plan; and

Domestic Outreach Plan.

2005
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Together, the National Strategy for Marilime Security and its eight supporting plans present a
comprehensive national effort to promote global economic stability and protect legitimate activities
while preventing hoslile or illegal acts within the maritime domain.

Maritime Transportation System (MTS) Security Recommendations: The MTS security
recommendations respond to the President's call to improve the national and international regulatory
framework regarding the maritime domain. MTS security is an essential component to the National
Strategy for Maritime Security. The U.S. must do more to prevent terrorist attacks in the maritime
domain, and protect critical infrastructure and key assets which are part of MTS. The MTS security
recommendations aim fo improve the national and international regulatory framework for all private
and commercial operations in the maritime domain. To ensure a holistic solution, the
recommendations also address land-based infrastructure and intermodal connections that are vital for
moving goods and people across the United States. The recommendation categories include:

2005
= Risk Management;
= Security Information Management;
= International & National Regulatory Framework;
= Stakeholder Responsibility & Coordination;
= Credentialing;
e Leverage Safety Frameworks;
= Security Technology; and
= Security Training.
Security and Accountability For Every Port Act (SafePort Act): The SafePort Act amends the
MTSA to accomplish the following3!:
= Regulate Access: Requires vessel and security plans under MTSA to regulate access by
engaging in the surface transportation of intermodal containers in or out of a facility;
= Resubmission of FSPs and VSPs: Requires the submission of a new vessel and security
plan after a change of ownership or operation of a facility;
= U.S. Citizenship of Facility Security Officer (FSO): Requires U.S. citizenship for
individuals implementing security actions for a facility, but allows a waiver of such
requirement after a complete background check and review of terrorist watch lists;
= Announced and Unannounced Inspections: Requires verification, at least twice annually,
the effectiveness of a VSP and FSP, with at least one of the inspections to be unannounced.
= Transportation Security Cards: Imposes additional requirements under MTSA for issuing
transportation security cards.
2006 = |nefficiencies in Background Checks: Directs the Comptroller General to study and

report to Congress on redundancies and inefficiencies in connection with background
records checks for DHS.

= Interagency Operational Centers: Establishes inferagency operational centers for port
security at all high-risk priority ports not later than three years of the Act. Describes required
characteristics. Designates the U.S. Coast Guard COTP in an operational center as the
incident commander in the event of a transportation security incident;

= Maritime Risk Assessment Model (MSRAM): Makes available a risk assessment tool that
uses standardized risk criteria for updating area maritime security plans and for applying for
port security grants. .

= Port Security Grants: Requires the allocation of port security grants based on risk. Limits
the use of grant funds for construction costs. Expands eligible costs under such grant
program to include:

1. Exercises: Training exercises relating to terrorism prevention or recovery;

2. Information Sharing: Sharing of terrorism threat information; and
3. 88| Storage Costs: Equipment costs for storing classified information.

SUHR. 4954: SAFE Port Aci. Congressional Research Service Summary. hitp./fwww govirack us/congress/bill xpd?nill=h109-4854&1ab=summary Accessed January
31,2010
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= Multi-Year Funding: Allows funding for multi-year port security projects;
= Port Security Training Program: Requires the establishment of a Port Security Training
Program to assist facilities to submit a plan to prevent, prepare for, respond to, mitigate
against, and recover from acts of terrorism, natural disasters, and other emergencies;
= Full Scale Exercises: Requires high risk port facilities to conduct, at least once every two
years, live or full-scale exercises to test and evaluate federal, state, and local capabilities to
respond to and recover from threats at commercial seaports;
= Radiation Scanning: Requires, not later than December 31, 2007, all containers entering
high volume U.S. ports by vessel to be scanned for radiation,
=  Random Inspections / Searches: Requires the DHS Secretary to:
1. Ferry Inspections: Develop a plan for the inspection of car ferries bound for a
U.S. seaport;
2. Container Searches: Develop and implement a plan for random searches of
shipping containers;
3. Port Truck Driver Threat Assessment: Implement a threat assessment
screening for all port truck drivers with access to secure areas of a port; and
4. U.S. Virgin Islands (USVI) Border Patrol Unit: Establish a border patrol unit for
USVI and report to Congress on the schedule for establishing such unit.
=  CSI Expansion: Directs the DHS Secretary to establish and implement a CSI program to
identify and examine or search maritime containers that pose a security risk before foading
in a foreign port for shipment to the United States. Among the new initiatives are:
1. Do Not Load Orders: Requires issuance of a "do not load" order to prevent
onloading cargo at port designated under CSl that has been identified as high risk;
2. Effectiveness Reports: Requires the DHS Secretary to report to Congress on the
effectiveness (and need for improvements) of the CSI by September 30, 2007, and
by September 30, 2010; and
3. Appropriations: Authorizes appropriations for FY2008-FY2010 to CBP to carry out
the CSI.
= C-TPAT Expansion: Authorizes the DHS Secretary, acting through the Commissioner of
CBP, to establish C-TPAT, as a voluntary government-private sector program to strengthen
the security of the international supply chain and U.S. border security, and to facilitate the
movement of secure cargo. Requires the DHS Secretary to review the minimum security
requirements of C-TPAT at least once a year,
= Cargo Container Screening: Requires the DHS Secretary to: (1) ensure that all incoming
cargo confainers are screened to identify high-risk containers and that all high-risk
containers are scanned or searched; and (2) report to Congress on the status of full-scale
implementation of integrated scanning systems for cargo containers;
= Reassessment of Ports’ Antiterrorism Efforts: Requires the DHS Secretary to reassess
the effectiveness of antiterrorism measures maintained at ports not less than once every
three years;
=  Empty Container Security: Directs the DHS Secretary to conduct a one-year pilot program
to improve the security of empty containers at U.S. seaports;
= Supply Chain Risk Information Gathering: Requires the DHS Secretary to develop a
system to collect risk information related to the supply chain with private sector entities; and
= Office of Cargo Security: Amends the Homeland Security Act of 2002 to establish, within
DHS, an Office of Cargo Security Policy to coordinate all DHS policies relating to cargo
security and to consult with stakeholders and coordinate with other federal agencies in
establishing standards and regulations and to promote best practices.

House Resolution 789: Sets forth the rule for consideration of the bill (H.R. 4954) to improve
2006 maritime and cargo security through enhanced layered defenses. On May 3, 2006, this resolution
passed in the House of Representatives by roll call vote.

2006 Maritime Infrastructure Recovery Plan (MIRP): The MIRP is one of eight plans supporting the
National Strategy for Maritime Security. It was developed in collaboration with public- and private-
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sector stakeholders, as directed by National Security Presidential Directive-41/Homeland Security
Presidential Directive-13 (HSPD-13). Its development was also coordinated with other supporting
plans, especially the Maritime Transportation System Security Recommendations and the Maritime
Commerce Security Plan because of their importance to the secure flow of commerce.

In addition to being an integral part of the HSPD-13 plans, the strategic guidance in the MIRP is
reflected in the provisions of the National Maritime Security Plan (NMSP). The NMSP is a Maritime
Transportation Security Act (MTSA) plan that addresses the restoration of domestic cargo flow
following a security incident that occurs under, in, on, or adjacent to waters subject to the jurisdiction
of the United States.

The Maritime Infrastructure Recovery Plan, the Maritime Commerce Security Plan, and the Maritime
Transportation System Security Plan were developed in close coordination under the National
Strategy for Maritime Security. The Maritime Commerce Security Plan contains recommendations to
promote international maritime supply chain security and the Maritime Transportation System Security
Plan addresses security of MTS as a system, including vessels, facilities, and ports. Both support the
recovery of maritime capabilities. Since the MIRP provides recovery management procedures for
decision makers at various levels, the procedures are general in nature to provide flexibility for
recovery management. With over 2,100 possible threat scenarios in hundreds of ports, the variables
affecting MTS recovery are too myriad to provide detailed procedures.

Nevertheless, the procedures place emphasis on the importance of intelligence gathering and the use
of risk management principles to make the decision-making considerations pertinent to any security-
incident scenario.

National Preparedness Guidelines: The DHS Port Security Grant Program requires ports receiving
grant funds to align with and support the National Preparedness Guidelines. The Guidelines are
umbrella documents that collate many plans, strategies, and systems into an overarching framework,
the National Preparedness System. The Guidelines adopt an all-hazards approach to preparedness.
An all-hazards approach addresses capabilities-based preparedness to prevent, protect against,
respond to, and recover from terrorist attacks, major disasters, and other emergencies. The
Guidelines address preparedness for all homeland security mission areas: prevention, protection,
response, and recovery.

2007

Strategy to Enhance International Supply Chain Security: The SafePort Act requires that the
Secretary of DHS - in consultation with appropriate federal, state, local, and tribal govemment
agencies, the private sector, and the international community — develop and implement a sirategic
plan to enhance the security of the international supply chain. The Strategy to Enhance International
Supply Chain Security establishes the overarching framework for the secure flow of cargo through the
supply chain and builds on existing national strategies, plans specific to individual segments of the
supply chain or transportation system, and numerous programs and tactical plans developed and
implemented by appropriate DHS components and agencies. Specifically, it follows the flow of cargo
throughout the chain - from point of origin to final destination. In addition, It provides the overall
strategic structure in which U.S, cargo security programs and efforts operate and clarify how those
programs harmonize with similar international programs, such as the World Customs Organization’s
(WCO) “Framework of Standards to Secure and Facilitate Global Trade.”

2007

Secure Freight Initiative (SFI): DHS and the Department of Energy (DOE) implemented the first
phase of SFI, in an effort to build upon existing port security measures by enhancing the federal
government's ability to scan containers for nuclear and radiological materials overseas and to better
assess the risk of inbound containers. The initial phase of SFI involved the deployment of a

2007 combination of existing technology and proven nuclear detection devices to six foreign ports.

DHS has made progress in enhancing security in the maritime sector, but key challenges remain. For
example, as part of a statutory requirement to scan 100 percent of U.S.-bound container cargo by
July 2012, CBP has implemented SFI at select foreign ports. However, CBP does not have a plan for
fully implementing the 100 percent scanning requirement by July 2012 because it questions the
feasibility. It should be noted however that CBP has not performed a feasibility analysis of the
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requirement.® As of October 2009, SFI has been operational at five of these initial seven seaports.®

NVIC 03-07 Guidance for the Implementation of the TWIC Program in the Maritime Sector:
NVIC 03-07 provides guidance on implementation of the TWIC rule which made major changes to 33
CFR Chapter | Subchapter H, 46 CFR Chapter | Subchapter B, and 49 CFR Chapter XlI Subchapter
D. The TWIC will satisfy the requirement for a biometric credential as mandated by 46 U.S.C. §
70105, which was enacted by the Maritime Transportation Security Act of 2002 (MTSA) and then
amended by the Security and Accountability For Every (SAFE) Port Act of 2006.

The information in this NVIC details the enrollment and issuance process, provides guidance for
successful execution of compliance requirements, provides clarification of the regulations found, and
includes a detailed discussion of the actions required by those regulations, with examples, to
increase understanding and promote nationwide consistency. The guidelines are intended to help
industry comply with the new regulations and COTPs to implement the TWIC program.

2007

TSA, U.S. Coast Guard, and the maritime industry took a number of steps to enroll over 93 percent
of the estimated 1.2 million users in the TWIC program (designed to help control access to maritime
vessels and facilities) by the April 15, 2009 compliance deadline, but they experienced challenges
resulting in delays and in ensuring the successful execution of the TWIC pilot. While DHS and the
U.S. Coast Guard have developed a strategy and programs to reduce the risks posed by small
vessels, they face ongoing resource and technology challenges in tracking small vessels and
preventing attacks by such vessels.

NVIC 04-03 Change 3: This change to NVIC 04-03 provides guidance on the acceptable
2008 documentary evidence to show that an individual serving as a VSO has met the qualification
requirements in 33 CFR 104.215 and the training requirements in the ISPS Code.

NVIC 09-02 Change 3 Guidelines for Development of Area Maritime Security Committees and
Area Maritime Security Plans Required for U.S. Ports: The purpose of this Circular is to
accomplish the following;

1. AMSCs & Plans: Provide guidance to field commanders on the development and
maintenance of AMSCs and Plans;

2008 2. COTP Responsibilities: Provide guidance on the responsibilities of the COTP acting as
the Federal Maritime Security Coordinator (FMSC);

3. Security Plan Template: Provide a common template for AMS Plans;

4, Shared Responsibilities: Address port security issues that are the shared
responsibility of the port stakeholders and AMSCs; and

5. Unify Efforts: Promote unity of effort among all stakeholders with maritime security
interests at the port level.

NVIC 03-03 Change 2: NVIC 03-03, Change 2 provides implementation guidance for the regulations
mandated by the MTSA of 2002 for facllities. This document also introduces the process of submitting
2009 security plans and security plan amendments by way of HOMEPORT (U.S. Coast Guard online
portal), information regarding the new TWIC rule and its applicability to regulated facilities and
requirements of the SafePort Act, including scheduled and non-scheduled facility inspections.

National Infrastructure Protection Plan (NIPP): NIPP provides the unifying structure for the
2009 integration of a wide range of efforts for the enhanced protection and resiliency of the nation's critical
infrastructures and key resources (CIKR) into a single nafional program. The 2009 NIPP replaces the

2 GAO-10-706. DHS's Progress and Challenges in Key Areas of Maritime, Avialion, and Cybersecunty (2009}

hitp./Awww gao.govinew.ltems/c 10106 pdf. Acocessea Jenuary 31, 2008,

2 EAO-10-106.P. 5

* The Floridz legislature through its July 1, 2008 revisions Lo =8 371,12 incorporates U 8 Coast Guard guidance set forth in NVIC 03-07. thus making it Florida law
% GAD-10-106. P. 1.

Florida Statewide Seaport Security Assessment | TranSystems Section 5.0, Page 9




2006 version and reflects changes and updates to program elements and concepts. It captures the
evolution and maturation of the processes and programs first outlined in 2006 without changing the
underlying policies. The revised NIPP integrates the concepts of resiliency and protection, and
broadens the focus of NIPP-related programs and activities to an all-hazards environment.

Port Security Grant Program (PSGP): PSGP guidance requires that a port area’s planning
processes align with and support local Area Maritime Security Plans (AMSP) and the National
Preparedness Guidelines, as well as incorporate guidance contained in the following:
= The National Strategy for Maritime Security (2005);
The Maritime Transportation System Security Plan (2005);
The Maritime Infrastructure Recovery Plan (2006);
The International Strategy to Enhance Supply Chain Security (2007); and
The National Infrastructure Protection Plan (2009).

2010
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5.0 Aviation and Maritime Federal Regulations Comparison

5.1 Introduction
The aviation and maritime industries are active all over the world. Aviation air space

covers the entire globe while ocean waters cover more than two-thirds of the earth’s
surface. Protecting these areas from attacks requires the U.S. to provide a layered
security system to protect from terrorist groups, hostile nations and any criminals that
would commit acts against the U.S., its people and infrastructure. The ability to achieve
maritime and aviation security is contingent upon this layered security system that
integrates the capabilities of governments and commercial interests throughout the world.

5.2 Layered Security
The U.S. has prioritized the prevention of terrorist attacks, and criminal and hostile acts

from occurring. This requires shared responsibilities and costs, thus creating many
independent yet interlocking layers of security. The layers include federal, state and local
governments, each playing a key role in the multi-layered security system. These
agencies are responsible for establishing and enforcing regulations, policies and
procedures, identifying threats and appropriate countermeasures, and defining and
mitigating risks and vulnerabilities at airports and seaports facilities.

Among the layers of security are:

= Security Plans: Aviation and maritime security plans direct a risk-based
approach to developing and implementing measures (government
regulations/state regulations) to reduce vulnerabilities within the aviation and
maritime security systems at airport terminals and seaport facilities;

= Enhanced Regulations: Both aviation and maritime have implemented
comprehensive  enhancements to  security —measures  (government
regulations/state requirements) to strengthen aviation-maritime security in a post
9/11 environment; and

= Physical Protection: Physical protection is a fundamental layer of security. Both
the aviation and maritime sectors established a scalable and flexible securily
system. This was created to reduce vulnerabilities in both sectors.

Threat Alert System

The U.S. Coast Guard has a three-tiered colorcoded system of Maritime Security
(MARSEC) levels consistent with the Department of Homeland Security's Homeland
Advisory System (HSAS). MARSEC levels are designed to provide a means to easily
communicate pre-planned scafable responses to increase threat levels.

MARSEC levels reflect the prevailing threat environment to the maritime element of the
national transportation system, including ports, vessels, facilities and critical assets and
infrastructures located on or adjacent to waters subject to the jurisdiction of the U.S.

HSAS has a five-tiered system for aviation security. It is a color-coded terrorism threat
advisory scale. The different levels trigger specific actions by federal agencies and state
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and local governments and they affect the level of security at airports and other public
facilities.

5.3 Department of Homeland Security
Alignment

MARSEC levels are aligned with HSAS - as established by Homeland Security
Presidential Directive 3 — and Table 101.205, titled “Relation between HSAS and
MARSEC Levels” below shows this alignment.

Table 101.205—Relation between HSAS and MARSEC Levels

Homeland security advisory system Equivalent maritime security
(HSAS) threat condition Aviation (MARSEC) level
Low: Green
Guarded: Blue MARSEC Level 1. Green, Blue,
Elevated:
High: Orange MARSEC Level 2. Orange
Severe: Red MARSEC Level 3. Red

[USCG-2003-14792, 68 FR 39278, July 1, 2003, as amended at 68 FR 60472,

Oct. 22, 2003

Both the aviation and maritime industries adhere fo a multi-layered security alert system.
Any one of the current or recommended measures in the layered security system can
potentially be compromised but together greatly enhance security. The U.S. has
addressed, enhanced and further strengthened all major layers and systems critical to the
risk reduction in security. Layered security is not static, but deters attack by continually
evolving through calculated improvements.

Listed below are five broad strategic actions that together strengthen U.S. security:

Maximizing domain awareness;

Deploying layered security;

Promoting a safe-secure aviation-maritime transportation system;
Enhancing international cooperation; and

Assuring continuity for both aviation-maritime.

The implementation of a multi-layered system at both airports and seaports requires the
cooperation of federal depariments and agencies, and state and local entities.
Furthermore, with foreign partners, this cooperation is essential to further enhance the
strength of each measure pursued.

Significant enhancements have been made in the ability to screen persons working in
both the aviation and maritime industries. Airport operators require criminal history record
checks (CHRC) for all employees, consultants or any persons employed in the airport
industry who require unescorted access to restricted areas. Maritime operators require the
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Transportation Worker Identification Credential (TWIC) for commercial drivers, dock

facility workers and all other persons who may require unescorted access to restricted
areas.

5.4 Analysis
This study involved a compilation and review of applicable Aviation Security information

from federal, state of Florida, and other local governmental regulatory agency sources.
The state of Florida has not implemented regulatory oversight in relation to general or
commercial aviation security above and beyond federal regulations. In Florida, security or
law enforcement oversight is regulated by the U.S. Department of Transportation /
Federal Aviation Administration, while local authorities serve as the enforcement arm.
Local law enforcement is generally used and empowered under federal guidelines and
laws to enforce criminal and civil actions in general and commercial aviation facilities.
While some countries enforce uniform protection at all of their airports, the U.S. controls
protection at the state or local level. Primary personnel vary and can include:

= A police force hired and dedicated to the airport;

= A branch (substation) of the local police department stationed at the airport; and

= Members of the local police department assigned to the airport as their normal
patrol area.

In the state of Florida, both seaports and airports follow a security agenda that mirrors
each other. Security agendas, at first glance, may appear to slightly differ, however, the
operational process concemning maritime and aviation security is similar. It involves the
implementation of comprehensive layered security measures to enhance the existing
security measures. This creates layers of security in each area of the maritime and
aviation transportation system.

To better illustrate and compare seaport and airport state requirements and federal
regulations, Section 5.5 is provided for reference.

Note: Due to the extensive number of U.S. federal regulations and state of Florida
standards for the maritime and aviation industries, an abbreviated comparison is provided
to illustrate the most significant areas of concern,
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6.0 State and Federal Regulation Evaluation

6.1 Introduction

This section of the report contains a state and federal regulation
comparative analysis of the security mechanisms in place to help
Florida's commercial seaports to deter, detect, delay, and respond to
credible threats to their facilities, operations, and personnel.

Given the unique regulatory environment in Florida, it is important to
evaluate how the existing state and federal maritime security laws and
regulations support a layered system of prolection. The objective of this
section of the report is to identify the gaps, overlaps, and conflicts that
exist between the current state and federal maritime security regulations.
This section will also recommend corrective actions designed to promote
and support the alignment of state and federal security standards and
practices to create a more secure, functional, and cost-effective
operational environment for Florida's commercial maritime community.

It should be noted that the legislative intent, security standards, and
performance objectives included in the revised Florida Statute (FS)
311.12 (2009) statute have not yet been implemented. In addition,
interviews with security and management personnel at Florida’s seaports
indicate an overall unawareness of the impact of these changes on the
compliance inspection expectations and standards for achievement,
especially for those security standards or performance objectives that
are subject to “alignment with federal standards and performance
measures.”

6.2 Recommendations

Identification of Applicable Seaports: The language in FS 311.09 (1)
that identifies the 14 specific commercial ports, for which the statute is
applicable, should be revoked or amended. In order to effectively align
the application of FS 311.12 slandards to the same set of commercial
seaports, facilities, and activities to which the federal statutes apply, the
state regulation should be amended to mirror that shown in U.S. Coast
Guard's 33 CFR, part 105.105.

Security Standards: The minimum security standards outlined in the
Office of Drug Control (ODC) / Florida Depariment of Law Enforcement
(FDLE)-developed Porl Security Standards Compliance Plan (2001) is
inconsistent or mutually exclusive with the Legislature's stated intent of
aligning the state and federal security standards applied to Florida's
commercial seaports. This creates significant conflict in providing a
consistent interpretation of security standards and practices for
application across Florida's commercial maritime environment, Effective
alignment of state and federal standards may best be accomplished by
the elimination of the prescriptive standards outlined in the Port Security
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Standards Compliance Plan (2001), and the adoption of the more

flexible, risk- and performance-based federal standards.

Port / Facility Security Plans: The FS 311.12-required facility security
plan lacks of a standardized format and content in contrast to the MTSA-
required plan. As a result, Florida's ports maintain Facility Security Plans
(FSP) with redundant or conflicting seclions to address requirements
specific to the respective standards. In some cases, this has resulted in
the creation a facility keeping two plans, once compliant with FS 311.12,
the other, with the MTSA. Maintaining fwo plans is not conducive to the
effective implementation of security at a seaport. Adoption of the federal
guidelines for format and content of FSPs for commercial seaports and
their operations will eliminate the conflicts, and greatly enhance the
functional alignment of state and federal standards.

Identification of Secured & Restricted Areas: In accordance with
directive in FS 311.12 (2009) state and federal definitions of secure and
restricted areas will be aligned. In order for the alignment to be effective,
all other definitional language used to interpret compliance with the state
statule, as incorporated in the Port Security Standards Compliance Plan
{2001), will need to be amended or revoked.

Identification of Exempted Areas: The current process for the
identification and granting of area exemptions may be expedited by
expanding the charter of the Seaport Security Standards Advisory
Council (SSSAC) to include this function, and establishing a timeline for
the review and adjudication of each port's exemption requests.

ID / Access Control Badges: FS 311.12 (2009) requires that any
person seeking unescorted access to secure and restricted areas of a
Florida seaport must possess a valid TWIC. This requirement is
duplicative of the requirement for issuance and use of ID / Access
Control badges which are issued by each Florida port to facilitate access
control and accountability of persons entering secure or restrictive areas.
Issuance of a Florida port ID / Access Control Badge is still maintained
as a standard in the Port Security Standards Compliance Plan (2001),
and is issued only after successful completion of an FDLE-conducted
criminal background check against state felony standards and payment
of afee. Alignment of state and federal standards may be accomplished

by:

= Eliminating or amending the section of the Port Security
Standards Compliance Plan (2001) relating to the criteria for
issuance and retention of Florida port ID / Access Control
Badges;

= Aligning state and federal criminal background investigation
standards for disqualification to support the conduct of a single
check for issuance of either credential;

= Eliminating the background check and fee requirement for
issuance of a Florida port ID / Access Control Badge to persons
already in possession of a valid TWIC; or
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= Establish a mechanism for communicating between state and

federal law enforcement agencies responsible for conducting ID
eligibility background investigations to facilitale the timely
exchange of valid disqualifying information.

Note: Florida port representatives consistently voiced their desire to
retain local control over granting unescorted access to their port's secure
and restricted areas, which may best be effected through the continued
issuance of Florida port ID / Access control Badges. Streamlining the
background investigation process, and elimination of additional fees for
individuals who have already been issued a valid TWIC will greatly
enhance the Florida ports’ ability to achieve the intent of the Legislature
for alignment of state and federal ID / Access Control standards,

TWIC Possession & Retention: While FS 311.12 (2009) establishes
TWIC as the only credential authorized for use by Florida’s commercial
seaports, Florida's ports are still subject to FDLE compliance audits
against the minimum security standards outlined in the Port Security
Standards Compliance Plan (2001). Alignment of state and federal
requirements for use of TWIC to access a Florida porf's secure and
restricted areas will require the removal of conflicting standards for
background checks, disqualifying criteria, and fee payment. However,
the most immediate and effective solution to this conflict is for the Florida
Legislature to revoke or void the minimum security standard
requirements for ID badges identified in Section 1 of the Port Security
Standards Compliance Plan (2001).

Access Eligibility Reporting System (AERS): This is a new
requirement for the collection and transmission of information developed
as a result of the FDLE criminal background investigations, against
disqualification standards based on state felony definitions, for issuance
of port ID/Access badges. The security systems and equipment required
for the collection, maintenance, and timely transmission of an applicant’s
access authorization or disqualification is not yet been identified,
procured, installed or integrated with state law enforcement criminal data
management systems to ensure its effective operation.

If the Legislature’s intent of adopting TWIC as the only credential
authorized for use to access secure and restricled areas in Florida's
ports, and the TWIC is issued based on a federal investigation for
qualification or disqualification, then the AERS system seems to be
redundant, and is subject to result in the issuance or disqualification of
state and federal ID credentials based on conflicting standards.

Access Gates & Gate Houses

Designated Parking: Both state and federal standards limit vehicle
access to and parking in secure and restricted areas. State standards
mandate that ports use a vehicle pass and / or decal system, which is
prescriptive in nature. Alignment of the state and federal practices for
this requirement may best be accomplished by eliminating the
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prescriptive state standards and by adopting the federal, performance-

based standards.

Fencing & Barriers: The intended function of security fencing and
barriers is the same in both the state and federal statutes. However,
Florida's statute establishes specific, prescriptive materials, construction,
and maintenance requirements for fencing and barriers used fo delineate
the boundaries and support the enforcement of access control for secure
and restricted areas. However, the state standards do not take into
consideration whether the designated secure or restricted areas, as
defined in the Port Security Standards Compliance Plan (2001), are
consistent with the port's threat and risk profiles and operational
requirements,

Current state requirements conflict with the performance-based federal
requirements for fencing and barriers, and have resulted in the
unnecessary expenditure of limited financial resources by a number of
Florida ports to meet the state’s prescriptive requirement for areas that
would not be identified as “restricted” under the federal standards.

Alignment of state and federal standards for fencing and barriers may be
best and most effectively served by legislative repeal or revocation of the
prescriptive minimum security standards identified in the Porf Security
Standards Compliance Plan (2001), and the adoption of the federal
standards and practices for fencing and barriers.

Lighting: Current requirements for lighting and illumination for areas
identified as restricted, as defined in the Port Security Standards
Compliance Pfan (2001), do not take into consideration whether the
designated secure or restricted areas — for which the specific lighting and
flumination standards are to be applied — are consistent with the port's
threat and risk profiles, and operational requirements. In addition, the
state’s standards are not flexible enough to reasconably accommodate
local municipal, state, or federal environmental, anti-light pollution or
nuisance ordinances.

Alignment of state and federal standards for lighling and illumination may
be most efficiently implemented by legislative repeal or revocation of the
prescriptive minimum security standards identified in the Port Security
Standards Compliance Plan (2001), and the adoption of the federal
standards and practices for lighting and illumination.

Security Signage: Requirements and standards for security signage
are fairly consistent between state and federal standards. However,
effective alignment of current state and federal requirements recommend
the modification of the existing state standard for specific security
signage language in favor of general guidance as to the information the
sign must convey.
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Lock & Key Controls: Existing state requirements and standards for

lock and key control are not in conflict with federal requirements. No
modifications are recommended.

Intrusion Detection & Monitoring Systems: Alignment of the state and
federal standards and guidelines for the use of intrusion detection and
monitoring systems may best be implemented through the revocation of
lhe prescriptive standards identified in the Port Security Standards
Compliance Plan (2001), and the adoption of the more flexible guidelines
included in the federal statute.

Security (Planning) Committees: Both state and federal statutes
establish committees for the discussion of issues related to the planning
and execution of security requirements. The Committee established by
the state statute is limited to representatives from port management,
security management, and stakeholders of each seaport. The federal
statute establishes an Area Maritime Security Committee (AMSC) that is
chaired by the U.S. Coast Guard Sector Commander, and includes
representatives from the larger maritime, law enforcement, supporting
transportation, and supply chain communities within the Sector
Commander’s geographic area of responsibility.

Each port security committee, and its supporting stakeholder community,
is already represented on the AMSC in which they are geographically
located. Further alignment action is recommended to limit unnecessary
duplication of functions and representations of the participating
organizations.

Security Standard Operating Procedures (SOPs): Align state and
federal standards in the structure and content of state-mandated Seaport
Security Plans (SSP) and the federal FSPs. This will enhance the
education, execution, and enforcement of security procedures and
practices included in the required SOPs. Adopt 33 CFR 105.405 for the
format and content of a consolidated state and federal FSP is
recommended.

Law Enforcement Presence: Relax the requirement for the presence of
state-certified law enforcement officers to perform seaport security
patrols, and recognize the deterrent effect the presence of federal law
enforcement officers bring to port security.

Security Guard Force: Current state standards for Class D or G
certification of contract security guard force personnel may readily be
integrated into the federal fraining requirements for security personnel
with specific security duties.

Certified Seaport Security Officer Detention Authority: This
requirement is specific to the state statute, and reinforces the operational
relationship between state-certified Seaport Security Officers and federal
law enforcement officers at Florida's seaports.
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Security Training, Drills & Exercises: Adoption of federal security

standards for training and certification of port personnel with and without
specific security responsibilities should be used as the basis for
compliance with the state training requirements. Additional security
training above and beyond the federal standards may be implemented
as a means of career development and professionalization.

Maritime Domain Security Awareness Training Program: In order to
ensure identification and understanding of credible threats, and the
process for determining the threat and developing risk mitigation plans, it
is recommended that Florida adapt the U.S. Coast Guard's Maritime
Domain Awareness Training standards and practices, rather than
dedicating manpower and financial resources to recreating an existing
federal program.

Information Security (INFOSEC): State and federal procedures for
ensuring the security, handling, and conirol of Sensitive Security
Information (SSI) may best be aligned by adaption and implementation
of the requirements outlined in 49 CFR, Part 1520.

Equipment Control: The intent of this requirement is consistent
between state and federal statutes.

Cruise Operations Security: The state statutes direct, by reference,
compliance with the federal standards for vessel and passenger cruise
terminal security. Further action may be needed fo effectively align state
and federal standards regarding the:

= Alignment of passenger terminal secure and restricted areas;

= Accepted compliance standard for the placement and use of
security screening equipment; and

= |D badging and access requirements for cruise ferminal
employee and vendor personnel.

Waiver from Security Requirements: Both the state and federal
regulations have an established process for requesting waivers from
security requirements identified in the respeclive statutes. Due to the
lack of connection in the chain of authority for enforcement of state and
federal security standards - specifically state and federal waiver review
and approval mechanisms — alignment of the state and federal waiver
standards is unlikely to be actionable in a timely or effective manner.

S§SSAC: The SSSAC membership is over-represented by state
government agencies whose knowledge and understanding of the
evolving federal and state maritime security regulations and industry best
practices may be limited. This places the SSSAC at a disadvantage in
their ability to effectively interpret existing standards against the inquiries
into risk and performance based adjustments requested by Florida ports’
security management. SSSAC membership should be reconfigured to
include:
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= Greater representation of maritime security and operations
professionals;

= More frequent standards review meetings; and

= A timeline for SSSAC adjudication, recommendation, and
response to seaport requests for interpretation and application
of seaport security standards.
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6.4 Conclusion

The Florida Legislature’s stated intent is fo align the states seaport
security standards and practices with their federal counterparls to
eliminate conflicts in their interpretation and application, and reduce
costs associated with unnecessary pragram redundancies. However,
the ability to accomplish this alignment, with the present configuration of
FS 31112 (2009) and its supporting documents, is severely
compromised. In addition, there is a lack of understanding throughout
the Florida’'s commercial seaport community regarding the revised
standards and performance requirements included in FS 311.12 (2009),
the mechanism for their alignment with their federal counterparts, and
FDLE's expectations regarding their implementation for effective
compliance.

This comparative analysis of the state and federal seaport security
standards, performance objectives and practices results in the following
observations:

=  The timely and seamless alignment of state and federal
minimum seaport security standards, within the current
legislalive framework of the applicable Florida statutes and
supporting guidance documentation, is unlikely to occur;

= |mplementation of an alignment process would be greatly
enhanced if the Florida Legislaiure revoked or voided the Port
Security Standards Compliance Plan (2001) document, which is
referenced in FS 311.12 (2009) for identification of the minimum
seaport security standards applicable to Florida’s commercial
seaports;

= Limiting the application of seaport security standards to the
seaports identified in FS 311.09 conflicts with federal
requirements fo establish and maintain a secure operating
environment for all commercial seaports, their personnel, and
operations;

= Modification of FS 311.115 to refine the composition of SSSAC
and to expand its scope to include an active role in the
alignment of state and federal seaport security standards,
compliance requirements, and acceptable practices would
enhance the possibility of successfully achieving that
legislatively mandated objective; and

= Modification of FDLE's charter to include a component for
outreach and education to Florida’s seaports is necessary to
support the desired alignment of state and federal seaport
security standards and practices, and to ensure understanding
of FDLE's expectations for compliance with the evolving
requirements.
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Lastly, it remains to be seen if maintaining stale minimum security
standards for a select, non-inclusive list of Florida commercial seaports
provides any meaningful cost or operational deterrents to threats of
terrorist or criminal activities above and beyond that provided through
compliance with existing federal standards. In the event the legislative
adjustment recommended to support the effective alignment of state and
federal seaport security standards and practices is passed, the logical
recommendation is for FS 311.12 and its supporting guidance
documentation, be voided or revoked in favor of the uniform application
of federal standards for all Florida commercial seaporis.
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7.0 Combined Florida Physical and Operational Vulnerability Analysis

Contents of this Section have been classified as Security
sensitive Information and have been removed from this publicly
available copy. For more information of these sections please
contact the Florida Office of Drug Control or Florida Department
of Law Enforcement.
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8.0 Combined Florida Ports Risk Assessment Update

Contents of this Section have been classified as Security
sensitive Information and have been removed from this publicly
available copy. For more information of these sections please
contact the Florida Office of Drug Control or Florida Department
of Law Enforcement.
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9.0 Florida Ports Security Operations Costs Analysis

Contents of this Section have been classified as Security sensitive
Information and have been removed from this publicly available
copy. For more information of these sections please contact the
Florida Office of Drug Control or Florida Department of Law
Enforcement.
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10.0 TWIC FUPAC Analysis

10.1 Introduction

To effectively compare federal and state regulations regarding port 1D
and background checks, it is necessary lo analyze the state
requirements of Florida Uniform Port Access Credential (FUPAC) and
Access Eligibility Reporting System (AERS) and the federal requirement
of Transportation Workers Identification Credential (TWIC). Florida law
requires public seaports through Florida Statute (FS) 311.12 to conform
to state port security standards.

Through inspections, the Florida Department of Law Enforcement
(FDLE) has the primary responsibility for determining the extent to which
each seaport conforms to the standards. Federal law, through the
Maritime Transportation Security Act of 2002 (MTSA), requires seaports
to develop security plans which are reviewed and approved by the U.S.
Coast Guard. Seaport officials and tenants have suggested that Florida's
standards place an undue burden on the seaport community
(stakeholders, port users, workers, efc.}.

This section cf the report examines the now defunct state requirement of
FUPAC, its replacement, AERS, and the federal standards for TWIC as
they relate to Florida's seaports. It also summarizes the views of
stakeholders based on site visils, surveys, and telephone interviews.
Recommendations are also provided.

10.2 Legislative Timeline

Legislative Task Force: The Florida legislative task force on lllicit Money Laundering
issued a report titled Money Laundering in Florida: Report of the Legislative Task Force.

November 1993 The repori noted that while access was controlled at some ports, the effarts were not
consistently applied.
Camber Report: The Florida Seaport Security Assessment, also known as the Camber
September 2000 Report indicated that port management should have a greater role in port tenant security

operations.

FUPAC: The Florida Legislature created section 311.12 Florida Statutes. FS 311.12
required the Florida Office of Drug Control in consultation with the Florida Seaport
Transportation and Economic Development Council, the Florida Department of Law
Enforcement, and local law enforcement agencies to develop a statewide security plan
2000 based on the Camber Report. The statewide security plan was required to establish
statewide minimum standards for seaport security. Florida's public ports were required to
develop individual seaport security plans and adhere to the standards. The requirement for
FUPAC was created. The FUPAC required ports fo conduct a sate background check on
port workers.

Florida Statewide Seaport Security Assessment | TranSystems Section 10.0, Page 1




December 2000

Fifteenth Statewide Grand Jury: The Fifteenth Statewide Grand Jury issued a report
entitied An Analysis of Florida’s Drug Control Efforts. The report stated that “...the majority
of Florida's seaports are operated in a manner that encourages unlawful behavior, rather
than discouraging it.” The report recommended criminal background checks on seaport
employees.

December 11, 2000

Port Security Standards Compliance Plan: The Office of Drug Control delivered the Port
Security Standards Compliance Plan that contained prescripfive standards relating to
issues such as visitor access, access gates, parking, fencing, lighting and signage.

July 1, 2003

MTSA: MTSA was passed that outlined risk-based performance-hased standards for port
facilities. The MTSA required credentialed merchant mariners and workers with unescorted
access to secure areas of vessels and facilities to undergo a security threat assessment
and receive a biometric credential known as the TWIC.

2006

TWIC: Roll out of the TWIC begins. Implementation of the FUPAC is placed on hold
pending efforts to align the FUPAC and the TWIC.

June 4, 2009

H.R. 2200 Transportation Security Administration (TSA) Authorization Act of 2010:
The authorization act passes the U.S. House and now goes on to the U.S, Senate for
debate. The act contains an amendment prohibiting separate security background checks
for transportation security cards, unless necessitated by a compelling homeland security
reason.

June 8, 2009

H.R. 2200 TSA Authorization Act of 2010: The TSA Authorization Act is received in the
Senate and referred to the Committee on Commerce, Science, and Transportation.

July 1, 2009

AERS: Florida House Bill (HB) 7141 revised and updated security provisions for the state's
seaports and, among other actions, eliminated FUPAC, and, in its stead, created AERS. A
database for the ports to store state background information on port workers. The system is
not yet operational. Note: If the TSA Authorization Act of 2010 passes US Senate vote, the
background check required under the AERS will not be implementable.

10.3 Recent Changes to FS 311.12

Previous iterations of Florida law (FS 311.12 [125]) required seaport
workers 1o submit to a criminal background screening prior to obtaining a
FUPAC. However, due to the federal legislation requiring TWIC, FUPAC
was never implemented. Subsequent changes to Florida's legislation
through House Bill (HB) 7141 eliminated FUPAC, and, in its stead,
created AERS. HB 7141 also does the following:
= Establishes TWIC as the only credential authorized for use by
the seaports listed in FS 311.08;
= Maintains a requirement for a criminal history background
check of crimes committed in Florida when determining access
eligibility for secure and restricted assess areas; and
= Aligns state criminal offenses that disqualify a person for
unescorted access to secure and restricted access areas with
federal disqualifying offenses under the TWIC program, and
creates an affidavit process for determining access eligibility for
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TWIC holders that reduces and consolidates state fees for port

workers.

While no ID badges are issued under the AERS, Florida's ports must
conduct a Florida state criminal background screening prior to granting a
port user regular access to a port. Such background screenings are
occurring, and certain ports initially collected the AERS fee. However, at
the time of writing, no ports were collecting the AERS fee. However, the
issuance of a port ID continues to be contingent upon the successful
completion of the state background screening, thus creating a de-facto
FUPAC %

10.4 Relevant Legislative
Components

AERS Enrollment Fee: A $50 fee is required under AERS 1o cover the
initial cost of entering the person into the system and an additional $50
fee every five years thereafter to coincide with the issuance of TWIC.
The fee covers all costs for entering or maintaining the person in the
system including the retention and use of the person’s fingerprint, other
biometric data, or other identifying information. Seaports entering
individuals into the system may charge an administrative fee to cover,
but not exceed, the seaport's actual administrative costs for processing
the results of the state criminal history check and entering the person
into the system.#

Eligibility: FS 311.12 was originally intended to provide a deterrent to
drug trafficking and cargo theft, therefore, AERS has additional
disqualifying offenses compared to TWIC.#8 Individuals seeking regular
access to Florida's ports under AERS are disqualified from employment
or unescorted access if convicted of the offenses within the previous
seven years, or within five years of any incarceration, or supervision
imposed as a result of the offense.

Waiver and Appeal Process: FDLE recently revised its guidelines for
seaport workers who have been denied access to Florida’s ports under
AERS as provided in s.311.12 (7)(e).*® Under these guidelines, FDLE
submits the worker's waiver application to the Florida Parole
Commission, which reverts with its findings to FDLE.

Criminal / Terrorism Background Check-Federal: The federal criminal
and terrorism background check for all TWIC applicants involves a name
and fingerprint analysis through the federal National Crime Information
Center (NCIC) database. % The Federal Bureau of Investigation (FBI)

45 Cunrently, mcividuzle who visii one of Florida's publicly funded porls more Ihan five cays oul of ninety (5 & 80 Rue), including workers
applying for work al one o the poris, musl apply for a Port I badge. Port workers whe require urescorled access Lo restricted areas at MTSA-
requlzted facliies are a'so required carry & TWIC. WMost pots require workers to present their port 1D badge at the port's access point

7 Tne AERS Is under oevalopmenl. and not currently avai'able for ports Lo access This has led 1o the situztion in which poris are required by
statule lo charge port users for a service that does not yet exist. A TWIC currenlly costs $732 50 to which is adced the AERS fee of $50. The
resulling cos: to port users is $182 50 every five years, However. ports mey charge an adminsiration fee, which s nol estlablishec by slatute
Therefore, the final cost to porl users lor the combined TWIC / AERS is unclezr, an¢ meay vary from pert e port

8 See Appendices for alist of aisqualifying offenses under AERS

# hite Jlwww fdle stale fl usiCorttentigetdoc/de 1764 74-7abf-4e82-87ce- 7212524065 17/WaiverGudelines aspx. Accessed January 17, 2010

%0 Seaporl Securily: The Florida House of Representatives Commitiee on Homelanc Secarity. Commillee Meeling Pacxet (March 6, 2009)
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conducts the checks, and also matches applicants' names against the

U.S. terrorist watch list, as well as international terrorism sources such
as Interpol. Data contained in NCIC is provided by the FBI, federal,
state®, local and foreign criminal justice agencies, and authorized
courts. %

Criminal / Terrorism Background Check-State: The Florida fingerprint
check is conducted through the Florida Crime Information Center (FCIC)
database which captures state offense information (i.e., outstanding
warrants) that is not always available in the federal system. Such
information is available if a driver's license check is conducted upon
entry into the facility. Further, FDLE's intelligence databases include
violent crimes, gangs, narcotics and economic crime investigations, and
domestic crimes.® Such local information may not available in federal
and international databases.

Federal Law: Federal law through MTSA requires seapori workers who
need unescorted access to restricted areas to obtain a TWICS, As
previously mentioned, although the FUPAC no longer exists, the
requirement for state background checks and the associated costs do
exist under the AERS.%6

TWIC Waiver and Appeal Process: The TSA established a waiver and
appeal process for ineligible TWIC applicants.5” Applicants may apply for
waivers if disqualified due to offenses related to terrorism, treason,
sedition, or espionage. *® TSA grants waivers upon determining if an
applicant poses no security threat. % Additional procedures are in place
for immigration, U.S. residency, or mental competency-based denials.&0

As of January 13, 2010, 1,459,796 individuals have enrolled in TWIC.
1,339,069 TWICs have been activated. 67,490 applicanis have been
initially disqualified. 36,825 of those initially denied a TWIC have filed an
appeal, and 35,882 appeals have been granted. 7,700 waivers have
been requested, while 3,624 waivers have been granted.s!

TWIC Card Readers: Currently, seaports do not have card readers at
each port entrance capable of reading a TWIC. The TWIC can only be
used for visual identity verification, and for ‘spot checks’ with hand-held

5148 CFR 1572.2%{c)
% Inferviews with FDLE ingicated that the TSA may not have full access o Florida's crimina ¢atabases, nd that "hungreds. if not thousands of
Flondz's criming! records zre nol available to the TSA." For inis reason FOLE does not suppori rescind ng ihe reguirement for 2 Flerida Stale
neckground check recuired by the AERS

Iweenw s o1gfirplagencyidojliofisincic him. Accessed January 28, 2010
! ww Idle state T us/Content/geldocled464270-a6c5-4737-8680-bae4 5 18d8fealSlaiemeniCiA
Departmont of Law Enforcement (FDLE] Statement of Agency Organization accessed January 26. 20
P L 107295
% Through the course of this study. parlicipants consistenty reported that seaport users (emplovess. tenanis customers, polential clients, and
olher visitors) objecled (o the cosis associaled wilth obtaining lwo background checxs
57 PL 107-295 Sec also 48 CFR Part 15157
49 CFR 1672.103(2)
%D, In gelermining wheiner to granl a waiver, TSA may consider (ne circumslances of (e disqualfving offense. mitigation, restitution 1o
viclims. el
8049 CFR 1515.5
51 nito:fiwww 1sa goviessels/pdfiiwic_dashboerd pdi. Accessed January 17, 2010
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TWIC scanners. The Department of Homeland Security (DHS) is

conducting a pilot program fo test the business processes, technology,
and operational impacts required to deploy TWIC readers at secure
areas of the marine transportation system. After the pilot program has
concluded, DHS will issue final regulations that require deployment of
TWIC readers that are consistent with the findings of the pilot program.£2

MTSA require the adoption of a nationwide transportation security card.
In response, federal efforts led to the development of the TWIC. The
goal of the TWIC program is fo provide a single nationwide
transportation industry access credential that, after completion of a
screening process including background check, will signify eligibility for
unescorted access to a facility.

The MTSA states that an individual can be denied a TWIC if they have
been convicted within the preceding seven-year period or released in the
last five years of a felony or found not guilty by reason of insanity of a
felony that DHS believes could cause the individual to be a terrorism
security risk to the U.S., or for causing a severe {ransportation security
incident. The law does not specify those crimes. The law also notes that
a TWIC may be denied for immigration violations or other terrorism risks.

The TWIC rule includes the following permanently disqualifying criminal
offenses, crimes, and conspiracies:

espionage; sedition; treason; a fterrorism crime, a transportation
security incident crime, improper transportation of hazardous
material, unfawful possession, use, sale, ...or dealing in an
explosive or explosive device; murder, or violations of RICO
(organized crime).

Individuals who have been involuntarily committed to a mental institution
are considered a security threat and are disqualified.

Fourteen other crimes disqualify individuals if they were convicted within
the previous seven years or incarcerated within five years. They are:

= gssault with intent to murder;

= kidnapping or hostage taking;

= rape or aggravated sexual abuse;

= unlawful possession, use, sale....of a firearm or other weapon;

= extortion;

= dishonesty, fraud, or misrepresentation, including identity fraud;
v bribery;

= smuggling;

= immigration violations;
= |esser RICO violations;
= robbery;

82htips:fiwww oo govindex ?s=opportunily&moae=form&id=fece5f854c2020d58c63558acdbf35c3&tab=coreé _cview=0 Accessed January 17,
2010.
Florida Statewide Seaport Security Assessment | TranSystems Section 10.0, Page 5




T e e T e e e e e e e N e
= distribution, possession with intent to distribute, or importation

of a controlled substance, including drugs;
= arson; and
= conspiracy.

The TWIC is valid for five years.

The TWIC rule is performance-based. Ports are given the ability
determine which TWIC holders will be granted access to secure areas of
their facility, however, ports are also required to implement TWIC into
{heir existing access confrol systems and operations, purchase and
utilize card readers, and update their approved security plans. Access
control procedures and systems at facilities and vessels must recognize
the credential and the information encrypted on it, so that the overall
maritime network will be interoperable

Port ID Badge: According to the TWIC rule, if owner/operators choose
to use a separate badge system, it must be coordinated with the TWIC
requirements, such that notification to the owner/operators of changes in
the individual's TWIC status are also reflected in the separate badging
system.
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10.5 Analysis
During the interviews, site visits, and teleconferences conducted for this

study, participants were fairly consistent in expressing confusion
regarding the effective implementation of the TWIC, port ID badges, and
the new AERS®,

New Federal Legislation: An amendment to the 2010 TSA
Authorization Act prohibits states from requiring a separate security
background check unless a compelling homeland security reason
dictates a separate background check is necessary. The bill, while
having already passed a U.S. House vote, is currently under
consideration by the U.S. Senate.®

Port Management: Florida seaport administrators were fairly consistent
in reporting that final facility access should be granted to TWIC card
holders after verification of a valid business purpose on the port. Most
Florida seaports would issue a local port access card that grants various
permissions o move about the port. In most cases, local port access
cards are not recognized by other state ports.

Port management also indicated that while Florida has adopted the
TWIC as the universal access control credential for all Florida ports
subject to FS 311, FS 311 still requires that individuals entering ports on
a regular basis receive a state background check. The TWIC was
created by the federal government as an identification credential, not an
access control credential as envisioned by the state of Florida.®

FDLE: Representatives from FDLE consistently stated that two
background checks are necessary given that the federal background
check does not have access to Florida databases. Federal background
check findings are not shared with FDLE, leaving FDLE blind as to which
TWIC holders may have received their TWIC on a federal waiver. This
has created a situation in which neither the federal nor the state entities
charged with conducting background checks has access to each other's
criminal history information. Sueh failure to communicate was one of the
complicating facters that was identified by the 9/11 Commission Report
which found:

53 One port involved in the study reported it was & signee 1o & Memerandum cf Understang ng in which three geographicelly proximate poris
recognized the other pots' 10 badge and related backgroune check. With ine passage of the AERS on July 1, 2008, the porl reporied itis
withdrawing participation in the MOU, since it now issues 5-year badges as required by statute. At the tme of writing, he other fwo ports in he
140U were nol issuing & yezar hadges

84 hilp flcestor house.goviNews/DocumentSingle aspx?Document D= 151161, Accessed Januaty 18, 2009

& Regarding port 1D denials, one port, when gueried if indivicuals denied port IDs were TWIC holders. the response was, "Frobably not We do
nol care If they have TWICs or not. We do nol admit ihem ” This inciczles thal. al least at some ports, the TWIC carg is ire‘'evant. Upon analysis
of the reasons for denial. & port's power lo deny a port 1D extends beyong AERS gisquahifving oenses. For example, one ind vidual was denied
aport D bacge, not due 1o & disgualifying offense lisled in AERS, bul rather beczuse the aoglicant "threw his wife oul on the port " 115 unclear
from the port's response if eriminal charges were filed in this matter. Such behavier. while ceriainly serious, may rol have been grounds for
denia’ / revoczlion under either TWIC or AERS . [Lis evident thzl perts have wide lalitude to ceny port Ds above and beyond Lhe disqualifying
offenses lsted in the AERS or TWIC.
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The combination of an overwhelming number of

priorities, flat budgets, an outmoded structure, and
bureaucratic rivalries resulted in an insufficient
response to this new challenge.%

Further, the 9/11 Commission Report recommended that guidelines be
determined for “gathering and sharing information” in the new security
systems that are needed, guidelines that integrate safeguards for privacy
and other essential liberties. The apparent disconnect between federal
and state background checks illustrates that the 9/11 findings and
recommendations still resonate today.

Significantly, Florida is believed to be the only state that performs its own
background checks on persons seeking access to restricted areas within
its seaports. The federal government believes that the background
checks performed by the TSA, and using the FBI's criminal database
prior to the issuance of a TWIC, are sufficient fo protect seaports against
the introduction of individuals that could pose a threat.

AERS Fee: In order to comply with the legislation, the Port of Miami
began collecting the $50 fee from Port ID applicants. It has since
stopped the practice, and has refurned the fees collected to the
applicants. The requirement for collection of funds associated with
implementation of the AERS system was erroneously scheduled 1o begin
before the FDLE data collection mechanisms were in place thus creating
confusion and additional work throughout the port community.

Flawed Alignment between AERS & TWIC: To avoid multiple
background checks on the same individual, the Florida legislature
directed FDLE to track TWIC holders who have received fingerprint-
based FCIC background checks. However, under federal law, many port
users are not required to have a TWIC to work on all facilities. This
llustrates a lack of alignment between federal and state standards
concerning ‘restricted” and “secure” areas.’” Port management was
consistent in reporting that the disqualifying crimes under both TWIC and
AERS should be consistent with each olher, and that a single
background check should he sufficient {o protect Florida's ports.®

However, additional disqualifying factors still exist under AERS, which
indicates that AERS and TWIC, while more streamlined, are not yet
completely aligned, thus creating confusion in the port community.

For TWIC holders, FDLE requires a background check against Florida's
criminal history databases. Non-TWIC holders who require regular

& The 8/11 Commission Report Fing' Report ¢f the Nationa' Commissicn on Terrorist Attacks Upon the Uniled States. http:/fweww 9
11commission govireporl/S11Report_Exec pdl Accessed January 31, 2010
¢ The City of Tampa operates & waste waler frealment plant surrounded by
TWIC. even though they are nol bound by any Federal security requiations |
cost lo Ine City of Tempa in excess of $100,000

% The US Coast Guard's Captain of the Port for Secior Miami issued g waiver rom the TWIC requirement for Port of Miami cruise lerminal
workers This conflicts with FS 371, which requires all workers el Florida's cruise terminals. wnich by stalute are considered reslricted areas' 1o
hold a TWIC and io be entered inlo the AERS
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access to restricted or secure areas of the port, whether escorted or not,

are required by FDLE to submit to both national and state background
checks.

At the time of writing, AERS has not been implemented. This is due, in
large part, to the passage of federal legislation prior to the completion of
a full implementation plan including related technology and training.

Information Sharing: The TSA does nol provide infarmation to states
on the disqualification criteria against which a TWIC applicant may have
been denied issuance of that credential, or if the TWIC was received
through the waiver process.

Administrative Costs: Florida's ports must maintain a background
check credentialing office and charge administrative fees to businesses
and individuals to help defray administrative costs. Annual administrative
costs at large seaports (i.e, Port Everglades, Jacksonville, Miami,
Tampa) range from $700,000 to $1 million.

Florida Department of Law Enforcement: FDLE maintains that all
previous existing standards remain in effect under HB 7141 (July 1,
2009), including a badge standard that the TWIC does not comply with.
No federally-approved system is yet available to read TWIC cards,
therefore the establishment and operation of the AERS component to
track approved TWIC holders is further complicated.

Tenants: Tenants expressed their frustration regarding the costs and
lost time associated with the dual background checks required to access
Florida's ports. The implementation of AERS adds additional
bureaucracy and costs that Florida's port users must bear.

In creating AERS, Florida becomes the only state that does not rely on
the TWIC background check as sufficient to protect its seaports from
individuals with questionable backgrounds from gaining access to
restricted areas.

10.6 Recommendations

Pending Legislation: Pending legislation may prohibit Florida from
conducting the AERS-required background checks, unless a compelling
homeland security reason to do so is provided. It is in Florida’s best
interest to wait until the outcome of pending legislation prohibiting state
background checks is known prior to implementing AERS.

Alignment: Should the AERS not be prohibited by pending federal
legislation, an effective process should be developed to ensure that
AERS s truly aligned TWIC evaluation criteria. The disqualifying factors

8 Specificelly, the TWIC does not comply with compliance standard 1 b. Picture |Ds should be color coded or clearly dentified by other means
{e.g hologram or symbel) lo indicale arees to which access is authorized (e g cocks, carge yards. manine lerminals, administration buildings. or
unrestricled access)
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for both AERS and TWIC should mirror each other to meet the intent of
311.12, and to ensure equivalency between federal and state
background checks.

Information Sharing: One of the stated goals of the federal government
is to facilitate information sharing. In a move toward accomplishing this
goal, the Florida Legislature should determine how Florida felonies can
be uploaded fo the NCIC database.
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11.0 Annexes

Annex A: Florida Statute 311.12
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Annex B: Maritime Transportation Security Act, 33 CFR, Part 105
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Annex C: 33 CFR, Part 128
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Annex D: NVIC 03-03, Change 2
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Annex E: NVIC 03-07, related to the Transportation Worker Identification Credential
(TWIC)
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Annex F: Seaport Security Standards Advisory Council (SSSAC) Recommendations
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Annex G: Florida Statute 311.12 Compliance Plan
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Annex H: Seaport Security Data Collection Uniform Guidelines for Field Inspection
Activity, Effective July 1, 2009
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